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Introduction and Contents 
This booklet is a curated set of resources from the National Online Safety Hub ς further information on a huge rage of safety topics can be found here: 

https:// nationalonlinesafety.com/  

The first half of this guide is designed to help you to set up parental controls at home and on devices your child may be using.  Parental controls are designed to protect 

children from accessing inappropriate material and can be tailored to suit the age of your child.  It is important however to emphasise that no system is 100% effective so it 

is important that you talk regularly to your child about their online activity and encourage them to share with you any worrying or concerning content they might come 

across.   

The second half of the guide is information around the most used apps and websites that we see issues with in school, and information regarding the associated issues that 

occur around the ǎǘǳŘŜƴǘǎΩ use of social media.  Although the information regarding issues has been grouped with a relevant app, you will find that most of these issues can 

occur on any platform. 

This guide is not intended to be read as a whole ς rather dip into the advice that may be affecting your family as appropriate.  The contents table is clickable to take you to 

the relevant page, and at the bottom of every page you will find a link to return to the menu.   
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What do I need to know about home devices? 
Smart devices promise to make our lives easier. And in many cases ς ǘƘŜȅ ŘƻΦ .ǳǘ ǘƘŜǎŜ ƴŜǿ ǘŜŎƘƴƻƭƻƎƛŜǎ ǇǊŜǎŜƴǘ Ǌƛǎƪǎ ǘƻƻΦ ²ƘŜǘƘŜǊ ȅƻǳΩǊŜ ǳǎƛƴƎ ŀ ŘƛƎƛǘŀƭ ŀǎǎƛǎǘŀƴǘ ǘƻ 

record your shopping list or controlling your lights through a smart system, many smart fǳƴŎǘƛƻƴǎ Ŏŀƴ ōŜ ΨƘŀŎƪŜŘΩ ŀƴŘ ŎƻƴǘǊƻƭƭŜŘ ōȅ ǎƻƳŜƻƴŜ ƻǳǘǎƛŘŜ ȅƻǳǊ ƘƻƳŜΦ ¢Ƙƛǎ ƎǳƛŘŜ 

will help you identify some of the ways you can stay alert and protect yourself, you'll find tips on a number of potential risks such as fraud, online grooming and 

cyberbullying. 

 

How to set up Parental controls - Operating Systems 
Whichever OS you are using on your home computer/laptop, you will find built in parental controls 
for free.  You will need to make sure you have your own account, and so does your child for this to be 
effective. 
 

Microsoft Windows 
The free family safety app allows you to set screen time limits that apply to devices, apps, and games. 
²ƘŜƴ ǎŎǊŜŜƴ ǘƛƳŜ Ǌǳƴǎ ƻǳǘΣ ŎƘƻƻǎŜ ǘƻ ŀŘŘ ƳƻǊŜ ƻǊ ƴƻǘΣ ōŀǎŜŘ ƻƴ ǿƘŀǘΩǎ ǊƛƎƘǘ ŦƻǊ ȅƻǳ ŀƴŘ ȅƻǳǊ 
family. 

¶ App and game limits (Windows, Xbox, Android) 

¶ Device limits (Windows, Xbox) 

¶ Screen time requests  

¶ Activity summaries 

https://www.microsoft.com/en-gb/microsoft-365/family-safety  

 

Mac OS 
You can monitor and control the time your children spend on the Mac and websites they visit.  To set 

up parental controls for your children, follow these steps: 

¶ ¢ǳǊƴ ƻƴ ǇŀǊŜƴǘŀƭ ŎƻƴǘǊƻƭǎ ŦƻǊ ŜŀŎƘ ŎƘƛƭŘΦ LŦ ȅƻǳ ƘŀǾŜƴΩǘ ŀŘŘŜŘ ŀ ǳǎŜǊ ŀŎŎƻǳƴǘ ŦƻǊ ȅƻǳǊ ŎƘƛƭŘ ǘƻ 

your Mac, see Add a new user to manage with parental controls. LŦ ȅƻǳΩǾŜ ŀƭǊŜŀŘȅ ŀŘŘŜŘ ŀƴ 

account for your child, see Turn on parental controls for a child with an existing account on 

your Mac. 

¶ Change the restrictions you want for each child. For example, you can decide which websites 

your child can visit, and how long they can use the Mac each day. 

¶ If you want, copy the settings for one child and use them for another child. 

¶ When you decide your child is ready, you can turn off parental controls for them. 

  

https://www.microsoft.com/en-gb/microsoft-365/family-safety
https://support.apple.com/en-gb/guide/mac-help/set-up-parental-controls-mtusr004/10.14/mac/10.14#mchle03a32cb
https://support.apple.com/en-gb/guide/mac-help/set-up-parental-controls-mtusr004/10.14/mac/10.14#mchlp4c44d85
https://support.apple.com/en-gb/guide/mac-help/set-up-parental-controls-mtusr004/10.14/mac/10.14#mchlp4c44d85
https://support.apple.com/en-gb/guide/mac-help/set-up-parental-controls-mtusr004/10.14/mac/10.14#mchlp25a2e32
https://support.apple.com/en-gb/guide/mac-help/set-up-parental-controls-mtusr004/10.14/mac/10.14#mchlpe45d864
https://support.apple.com/en-gb/guide/mac-help/set-up-parental-controls-mtusr004/10.14/mac/10.14#mchlpfd004ce
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What do I need to know about age-inappropriate content? 
άLƴŀǇǇǊƻǇǊƛŀǘŜέ ƳŜŀƴǎ ŘƛŦŦŜǊŜƴǘ ǘƘƛƴƎǎ ǘƻ ŘƛŦŦŜǊŜƴǘ ǇŜƻǇƭŜΦ ²ƘŀǘΩǎ ŀŎŎŜǇǘŀōƭŜ ŦƻǊ ƻƴŜ ŀƎŜ Ǝroup, for example, may be unsuitable for a slightly younger audience. Online, 

young people can chance upon inappropriate content in various way ς from pop-up ads to TikTok videos. The increasingly young age at which children become active in the 

digital world heightens the risk of them innocently running into something that they find upsetting or frightening. Trusted adults need to be able to help children be aware 

ƻŦ ǿƘŀǘ ǘƻ Řƻ ƛŦ ǘƘŜȅΩǊŜ ŜȄǇƻǎŜŘ ǘƻ ŀƎŜ-inappropriate content.  In the guide, you'll find tips on a number of potential risks such as social media, gaming and adverts. 

 

How to set up Parental controls ς Internet Service Providers 
The vast majority of ISPΩs will provide free tools which will allow you to manage the content that 
can be accessed via your home internet connection.  The specific tools will vary by provider but 
most offer the opportunity to block specific websites, filter content by age and allow/deny access 
to the network at specific times or to specific devices. 
 
Remember though that these will only apply while a device is connected to your network, and so 
mobile devices that use 3G, 4G or 5G mobile data connections will need have parental controls set 
on the device as well.  See How to set up parental controls on iPhone & android 
 
Links for some of the main providers are given below: 

¶ Virgin Media: https://www.virginmedia.com/broadband/parental-control  

¶ Sky: https://www.sky.com/help/articles/sky-broadband-shield-start  

¶ Talk Talk: https://new.talktalk.co.uk/broadband/security  

¶ BT: https://www.bt.com/help/security/how-to-keep-your-family-safe-online-with-bt-
parental-controls-an  

¶ Plusnet: https://www.plus.net/help/broadband/how-to-use-plusnet-safeguard/  

¶ Now broadband: https://help.nowtv.com/article/set-up-and-manage-broadband-buddy  

How to set up Parental controls ς Mobile Service Providers 
OFCOM regulations mean that all SIM cards obtained directly from the UKΩǎ main mobile 
providers (Vodaphone, EE, O2 and Three) should come with age restrictions turned on.  Unless 
this has been actively removed, all sites classified as 18+ should be restricted on a mobile device.   
 
This filtering will only apply when using mobile data, and not WiFi so we advise that parental 
controls should also be installed on the device rather than relying on this alone. 

https://www.virginmedia.com/broadband/parental-control
https://www.sky.com/help/articles/sky-broadband-shield-start
https://new.talktalk.co.uk/broadband/security
https://www.bt.com/help/security/how-to-keep-your-family-safe-online-with-bt-parental-controls-an
https://www.bt.com/help/security/how-to-keep-your-family-safe-online-with-bt-parental-controls-an
https://www.plus.net/help/broadband/how-to-use-plusnet-safeguard/
https://help.nowtv.com/article/set-up-and-manage-broadband-buddy
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How to set up parental controls on iPhone & android 
Most smartphones allow parents and cŀǊŜǊǎ ǘƻ ŎƘƻƻǎŜ ǿƘƛŎƘ ŀǇǇǎ ŀƴŘ ŦŜŀǘǳǊŜǎ ŀǇǇŜŀǊ ƻƴ ǘƘŜƛǊ ŎƘƛƭŘΩǎ ŘŜǾƛŎŜ ŀƴŘ ǿƘƛŎƘ ƻƴŜǎ ŘƻƴΩǘ ς also preventing young people from 

ōǳȅƛƴƎ ŀƴŘ ŘƻǿƴƭƻŀŘƛƴƎ ŀƴȅǘƘƛƴƎ ǘƘŀǘΩǎ ǳƴǎǳƛǘŀōƭŜ ŦƻǊ ǘƘŜƛǊ ŀƎŜΦ These guides to parental controls for managing apps will help you to reduce the chance of your child using 

a game or app that might not be appropriate for their age. 
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How to use parental controls to limit age-inappropriate content 
The parental controls on smartphones allow you to block or restrict certain apps, features, content, downloads or purchases that might not be suitable for young people. 

Setting limitations around age ratings, Siri and web searches enables you to filter out age-inappropriate content and vastly reduce the likelihood of your children being 

exposed to potentially upsetting material and information.  In the guide, you'll find tips on a number of tips such as sexting, strangers and excessive use. 
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How to use parental controls to protect privacy 
¢ƘŜ ǇǊƛǾŀŎȅ ǎŜǘǘƛƴƎǎ ƻƴ ȅƻǳǊ ŎƘƛƭŘΩǎ ǎƳŀǊǘǇƘƻƴŜ ƎƛǾŜ ȅƻǳ ŎƻƴǘǊƻƭ ƻǾŜǊ Ƙƻǿ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ǎǘƻǊŜŘ ƻƴ ƛǘ Ŏŀƴ ōŜ ǳǎŜŘΦ ¸ƻǳ Ŏŀƴ ǘurn off location services, for example, to keep 

their whereabouts private or stop apps from accessing functions of the phone like the camera or microphone. The following step-by-step guides on how to tighten up 

privacy settings on iPhones and Android phones will give you tips such as how to make changes to the privacy settings and how to prevent changes to other settings and 

features. 
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How to use parental controls on games consoles 
Much like a television allows you to watch movies or a radio allows you to listen to music, a game console allows you to play video games. The most modern ones are 

names you might be familiar with ς Sony PlayStation, Microsoft Xbox, and Nintendo Switch ς and almost all of them can now connect to the internet and be enjoyed online 

with friends.  In the guide, you'll find tips on a number of potential risks such as the addictive nature of games consoles, inappropriate online content and online chat. 

 

Setting up parental controls ς Games Consoles 
Games consoles have parental controls too ς most will let you manage screentime, filter content 
based on your childΩs age and the PEGI game rating, allow or disallow online purchases and review 
and monitor who they are communicating with online. 
 
More specific information by console is linked here:  

¶ Nintendo Switch: https://www.nintendo.co.uk/Nintendo-Switch/Nintendo-Switch-Parental-
Controls/Nintendo-Switch-Parental-Controls-1183145.html  

¶ Xbox: https://www.xbox.com/en-GB/community/for-everyone/responsible-gaming  

¶ PS4: https://www.playstation.com/en-gb/support/account/ps4-parental-controls-and-
spending-limits/ 

¶ PS5: https://www.playstation.com/en-gb/support/account/ps5-parental-controls-
spending-limits/  

¶ Oculus/Meta Quest VR: https://store.facebook.com/gb/quest/safety-center/parental-
supervision/?intern_source=blog&intern_content=latest-quest-software-update-makes-your-
home-space-more-social-and-adds-important-parental-supervision-tools  

 
If you have reservations about a game your child may want to play, or just want to find out more 
about what they are playing, the family gaming database at https://www.taminggaming.com/en-
gb/home contains key information such as age suitability, description of gameplay, screenshots and 
associated costs for nearly 2,000 games.   

https://www.nintendo.co.uk/Nintendo-Switch/Nintendo-Switch-Parental-Controls/Nintendo-Switch-Parental-Controls-1183145.html
https://www.nintendo.co.uk/Nintendo-Switch/Nintendo-Switch-Parental-Controls/Nintendo-Switch-Parental-Controls-1183145.html
https://www.xbox.com/en-GB/community/for-everyone/responsible-gaming
https://www.playstation.com/en-gb/support/account/ps4-parental-controls-and-spending-limits/
https://www.playstation.com/en-gb/support/account/ps4-parental-controls-and-spending-limits/
https://www.playstation.com/en-gb/support/account/ps5-parental-controls-spending-limits/
https://www.playstation.com/en-gb/support/account/ps5-parental-controls-spending-limits/
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fstore.facebook.com%2Fgb%2Fquest%2Fsafety-center%2Fparental-supervision%2F%3Fintern_source%3Dblog%26intern_content%3Dlatest-quest-software-update-makes-your-home-space-more-social-and-adds-important-parental-supervision-tools&data=05%7C01%7Ccbeeney%40opgs.org%7Cf9505a5c346146f3257908da68b37f95%7C064b53d940d84867b4932e949a06ed13%7C1%7C0%7C637937417391937844%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=gjYD9ljOqEwxRq11nEcs22nhrlvEYT4KIj5Tu305r3k%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fstore.facebook.com%2Fgb%2Fquest%2Fsafety-center%2Fparental-supervision%2F%3Fintern_source%3Dblog%26intern_content%3Dlatest-quest-software-update-makes-your-home-space-more-social-and-adds-important-parental-supervision-tools&data=05%7C01%7Ccbeeney%40opgs.org%7Cf9505a5c346146f3257908da68b37f95%7C064b53d940d84867b4932e949a06ed13%7C1%7C0%7C637937417391937844%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=gjYD9ljOqEwxRq11nEcs22nhrlvEYT4KIj5Tu305r3k%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fstore.facebook.com%2Fgb%2Fquest%2Fsafety-center%2Fparental-supervision%2F%3Fintern_source%3Dblog%26intern_content%3Dlatest-quest-software-update-makes-your-home-space-more-social-and-adds-important-parental-supervision-tools&data=05%7C01%7Ccbeeney%40opgs.org%7Cf9505a5c346146f3257908da68b37f95%7C064b53d940d84867b4932e949a06ed13%7C1%7C0%7C637937417391937844%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=gjYD9ljOqEwxRq11nEcs22nhrlvEYT4KIj5Tu305r3k%3D&reserved=0
https://www.taminggaming.com/en-gb/home
https://www.taminggaming.com/en-gb/home
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What do I need to know about screen addiction? 
It can be challenging for parents and carers to know whether children are spending too much time on their devices. FurthermorŜΣ ƛǘΩǎ ŜǾŜƴ ƳƻǊŜ ƻŦ ŀ ŎƘŀƭƭŜƴƎŜ ǘƻ ƪƴƻǿ 

whether a child is addicted to the internet and social media. As technology is becoming more pervasive, children and young people are experiencing tech ς related 

dependencies. Do we as parents and carers have the knowledge to identify and support children and young people who may be developing an addiction to their devices? 

In this guide, you'll find tips on a number of potential risks such as health & wellbeing, app addiction and a lack of sleep. 

 

Family Technology Contracts 
If you are worried that your child spends too long on their devices, you may find a family technology 
contract helpful.  Family technology contracts help teach proper technology use and set 
expectations. They allow you to start an open conversation with your child and encourage them to be 
part of the decision making. By creating a family media contract, your children will know their 
boundaries and have concrete consequences for breaking them. 
 
There are 4 factors that should be considered within the contract: 

¶ Time limits ς this may be a maximum time per day, and/or rules around when (and perhaps 
where) a device can be used. 

¶ Appropriate content ς this will differ according to the type of contract.   
For video gaming, consider what age ratings are appropriate.   
For phones, what apps are (and are not) allowed to be used.   

¶ Rules about sharing ς discuss what is appropriate to share online.  Some topics to discuss 
are sharing your location, sexting and what can be posted on social sites. 

¶ Consequences ς make sure your child will know what happens if they break the rules.  
Make the rules as specific as possible and adjust the consequences based on the item.  
For example, the consequence for sharing inappropriate content might be different from 
having a phone at the dinner table. 

 
Some example templates can be found here: 
https://www.pandasecurity.com/en/mediacenter/family-safety/family-media-agreement-printables/  

https://www.pandasecurity.com/en/mediacenter/social-media/dangerous-share-location-internet/
https://www.pandasecurity.com/en/mediacenter/family-safety/teenage-sexting-the-thin-line-between-fun-and-shame/
https://www.pandasecurity.com/en/mediacenter/family-safety/family-media-agreement-printables/
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Guide to Common Apps and Websites 

Facebook (13+) 
With 2.9 billion users, Facebook, owned ōȅ ǘƘŜ ǊŜŎŜƴǘƭȅ ǊŜōǊŀƴŘŜŘ aŜǘŀΣ ƛǎ ǘƘŜ ǿƻǊƭŘΩǎ Ƴƻǎǘ ǇƻǇǳƭŀǊ ǎƻŎƛŀƭ ƳŜŘƛŀ ǇƭŀǘŦƻǊƳΦ Lǘ ŜƴŎƻǳǊŀƎŜǎ ƛƴǘŜǊŀŎǘƛƻƴ ǿƛǘƘ ƻǘƘŜǊ ǇŜƻǇƭe 
by (among other things) adding them as friends, reacting to or commenting on their content, sharing images and videos, posting status updates, joining groups and 
playing games. Facebook is free, and anyone over 13 can join ς ōǳǘ ǿƛǘƘ ƴƻ ŀƎŜ ǾŜǊƛŦƛŎŀǘƛƻƴΣ ȅƻǳƴƎŜǊ ŎƘƛƭŘǊŜƴ Ŏŀƴ Ŝŀǎƛƭȅ ŎǊŜŀǘŜ ŀƴ ŀŎŎƻǳƴǘΥ ƛǘΩǎ ƭƛƪŜƭȅ ȅƻǳǊ ŎƘƛƭŘ ƛǎ ŀƭǊŜŀŘȅ 
ŦŀƳƛƭƛŀǊ ǿƛǘƘ ǘƘŜ ǇƭŀǘŦƻǊƳΣ ŜǾŜƴ ƛŦ ǘƘŜȅ ŘƻƴΩǘ ȅŜt use it themselves. 
In the guide, you'll find tips on a number of potential risks such as cyberbullying, strangers and the addictive nature of Facebook. 
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WhatsApp (16+) & group chats 
WhatsApp is tƘŜ ǿƻǊƭŘΩǎ Ƴƻǎǘ ǇƻǇǳƭŀǊ ƳŜǎǎŀƎƛƴƎ ǎŜǊǾƛŎŜΣ ǿƛǘƘ ŀǊƻǳƴŘ ǘǿƻ ōƛƭƭƛƻƴ ǳǎŜǊǎ ŜȄŎƘŀƴƎƛƴƎ ǘŜȄǘǎΣ ǇƘƻǘƻǎΣ ǾƛŘŜƻǎ ŀƴŘ ŘƻŎǳƳŜƴǘǎΣ ŀǎ ǿell as making voice and video 

calls. Its end-to-end encryption means messages can only be viewed by the sender and any recipients: not even WhatsApp can read them. Updates to its privacy policy in 

2021 (involving sharing data with parent company Facebook) caused millions to leave the app, but the new policy was widely misinterpreted ς ƛǘ ƻƴƭȅ ǊŜƭŀǘŜŘ ǘƻ ²Ƙŀǘǎ!ǇǇΩǎ 

business features, not to personal messages. In the guide, you'll find tips on a number of potential risks such as scams, strangers and location sharing. 
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Instagram (13+) & friends and followers 
Instagram is a hugely popular social networking app with over 1 billion users worldwide. The app, which is accessible on iOS and Android devices, allows users to upload 

ƛƳŀƎŜǎ ŀƴŘ ǾƛŘŜƻǎ ǘƻ ǘƘŜƛǊ ŦŜŜŘΣ ŎǊŜŀǘŜ ƛƴǘŜǊŀŎǘƛǾŜ ΨǎǘƻǊƛŜǎΩΣ ŜȄŎƘŀƴƎŜ ǇǊƛǾŀǘŜ ƳŜǎǎŀƎŜǎ ƻǊ ǎŜŀǊŎƘΣ Ŝxplore and follow other accounts they like. Images and videos can be 

ǘǊŀƴǎŦƻǊƳŜŘ ǿƛǘƘ ŀƴ ŀǊǊŀȅ ƻŦ ŦƛƭǘŜǊǎ ǘƻ ŜŘƛǘ ǘƘŜ ǎƘƻǘ ōŜŦƻǊŜ ǎƘŀǊƛƴƎ ŀƴŘ ŀƴȅƻƴŜ ǿƛǘƘ ŀƴ ŀŎŎƻǳƴǘ Ŏŀƴ ǎŜŜ ƻǘƘŜǊǎΩ ƻƴƭƛƴŜ ΨƎŀƭƭŜǊƛŜǎΩ ƛŦ ǘƘŜƛǊ ŀŎŎƻǳƴǘ ƛǎ ƴƻǘ ǇǊƛǾŀǘŜΦ ¢ƻ ƳŀƪŜ 

posts easier to find, users can include searchable hashtags and captions to their uploads. This guide has been created to help parents and carers understand exactly what 

Instagram is about.  In the guide, you'll find tips on a number of potential risks such as exǇƻǎƛƴƎ ȅƻǳǊ ŎƘƛƭŘΩǎ ƭƻŎŀǘƛƻƴΣ ƛƴ-app purchases and poor mental wellbeing. 

  



To return to the main menu click here 

TikTok (13+) & social pressures linked to ΨƭƛƪŜǎΩ 
TikTok is a video-sharing social media app which lets people create, view and download looping 15-second clips. Typically, these are videos of users lip-syncing and dancing 

to popular songs or soundbites (often for comic purposes), enhanced with filters, effects and text. Designed with young people in mind, TikTok skyrocketed in popularity in 

2019 and has featured near the top of download charts ever since. It now has around 1 billion active users worldwide.  In the guide, you'll find tips on a number of potential 

risks such as age-inappropriate content, addiction and in-app spending. 

    



To return to the main menu click here 

Twitter (13+) & fake news 
¢ǿƛǘǘŜǊ ƛǎ ŀ ǎƻŎƛŀƭ ƴŜǘǿƻǊƪƛƴƎ ǎƛǘŜ ǿƘŜǊŜ ǳǎŜǊǎ Ŏŀƴ Ǉƻǎǘ ΨǘǿŜŜǘǎΩ ƻǊ ǎƘƻǊǘ ƳŜǎǎŀƎŜǎΣ ǇƘƻǘƻǎ ŀƴŘ ǾƛŘŜƻǎ ǇǳōƭƛŎƭȅΦ ¢ƘŜȅ Ŏŀƴ ŀƭǎƻ ǎƘŀǊŜ ΨǘǿŜŜǘǎΩ ǿǊƛǘǘŜƴ ōȅ ƻǘƘŜǊǎ ǘƻ ǘƘŜƛǊ 

followers. Twitter is popular with young people, as it allows them to interact with celebrities, stay up to date with news, trends and current social relevance.  In the guide, 

you'll find tips on a number of potential risks such as trolls, fake news and propaganda. 

  
 












