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Introduction and Contents

This booklet is a curated set of resources from the National Online Safety fiduher information on a huge rage of safety topics can be found here:
https:// nationalonlinesafety.com/

The first half ofhis guide is designed to help you to set up parental controls at home and on devices your child may be using. Paretga@reatsigned to protect

children from accessing inappropriateaterial andcan be tailored to suit the age of your child. It is important however to emphasise that no system is 100% effective so |
is important that you talk regularly to your child about theiline activity and encourage them to share with you amyrying orconcerning content they might come

across.

The second half of the gie is informaion around themost usedappsand websites that we seissues within school, ad informationregarding theassociatedssueghat
occur around theél i dzR Gs¥ df doBal media. Although thgormation regardingssueshas been grouped Wi a relevant app, you will find that most of these issues can
occur on any platform

This guide is not intended to be read as a whptather dip into theadvicethat may be affecting your family appropriate The corgnts table is clickable to take you to
the relevant page, andt the bottom ofevery page you will find a link to return to the menu.
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Whatdo Ineed to know about home devices
Smart devices promise to make our lives easier. And inmany céis&sS & R2 @ . dzi (KSaS yS¢g G(SOKy2f23ASa LINBaSyi

NJ

record your shopping list aontrollingyour lights through a smart system, many smagyf OG A 2y a OFy 0SS WKIFO1SRQ yR O2y{iNRf .
will help you identify some of the ways you can stay alert and protect youyseltl find tips on a numbeof potential risks such as fraud, online grooming and

cyberbullyng.

uld they
fee! itis needed. This guide focuses on one platform of many which we believe be aare of. i for uides, biats and s o for sl

Smart devices promise to make our lives easier. In many cases - they do, however these new technologies present
risks too. Whether you're using a digital assi: to record your shopping list or you're controlling your lights
through a smart system, many smart functions can be ‘hacked’ and controlled by someone outside your home. This
guide will help you identify some of the ways you can stay alert and protect yourself.

Thisis the term given to il the devices conmected to the
Internet in your home. It includes a new digital doorbell
connected to your smartphone, your kettle that boils
when you tell it to on your tablet or your heating that

It aiso opers up your home network to potential cyber
attacks. It doesn't mean you car't enjoy the benefits, butit
does main being aware of the potential negatives.

Your Internet router is the vir tush gsteway
T u (M bty Todo
ault

Natlonal
Onlme A
Safety’ -

change the activation

o ring
their technical 5 “PWId'v.‘m-l s
bottor to basafa than sor

=
Meef our exper,
Emma was a secondar; yutnolcamp uter
Science teacher for more than
Slmbivlnu.duullon.sﬁeh&sbm
working n' cyber sacurity irm delivering : S e S R
cyber awaraness tralning to businesses oot ey ot
and carrylng out network testing. She Is PR boocsrstapiisa oy oy
2 mother of a five-year-old and has vast o s o i . It's
experience of controlling and managing ' s real help. ink a device:
how children access online services and s € In

*

use apps.

www.nationalonlinesafety.com Twitter - @natonlinesafety /NationalOnlineSafety
Users of this gukde do 50 at thetr own discretion. No lsbilty (s entared into. Current a3 of the date of releaté: 10.04.2015

How to set up Parental contrel©perating Systems

Whichever OS you are using on your home computer/laptop, you will find built in parental contr
for free. You will need to make sure you have your own account, and so does your childtimbhi
effective.

Microsoft Windows
The free family safety app allowsu to %t screen time limits that apply to devices, apps, and gan

2 KSy &aONBSYy GAYS NHzya 2dziz OK22a$S (2 |RR Y
family.

1 App and gamerits (Windows, Xbox, Android)

1 Device limits (Windows, Xbox)

f Screen time requests

1 Activity summaries
https://www.microsoft.com/engb/microsoft365/family-safety

Mac OS
You can moitor and control the time your children spend on the Mac and websites they Visiset
up parental controls for your children, follow these steps:

9 ¢dzNy 2y LI NByidlf O2yiGNRta F2NJ SI OK OKAf

your Mac,seeAdd a new user to manage with parental contrdlst & 2 dzQ@S | f
account for your child, seéurn on parental controls for a child with an existing account o
your Mac

1 Change the restrictiorngou want for each child. For example, you can decide which webs
your child can visit, and how long they can use the Mac each day.

1 If you want,copy the settings for one chiehd use them for another child.

1 When you decide your child is ready, you éam off parental controldor them.

To return to the main menalickhere


https://www.microsoft.com/en-gb/microsoft-365/family-safety
https://support.apple.com/en-gb/guide/mac-help/set-up-parental-controls-mtusr004/10.14/mac/10.14#mchle03a32cb
https://support.apple.com/en-gb/guide/mac-help/set-up-parental-controls-mtusr004/10.14/mac/10.14#mchlp4c44d85
https://support.apple.com/en-gb/guide/mac-help/set-up-parental-controls-mtusr004/10.14/mac/10.14#mchlp4c44d85
https://support.apple.com/en-gb/guide/mac-help/set-up-parental-controls-mtusr004/10.14/mac/10.14#mchlp25a2e32
https://support.apple.com/en-gb/guide/mac-help/set-up-parental-controls-mtusr004/10.14/mac/10.14#mchlpe45d864
https://support.apple.com/en-gb/guide/mac-help/set-up-parental-controls-mtusr004/10.14/mac/10.14#mchlpfd004ce

What do | need to know abougeinappropriatecontent?

GLY I LILINRPLINRAIF G§Sé YSIFEya RAFFSNByYy (G KAy 3aoud fBreRkpeindaNig virsuitals ®ridisli§htly ypukderia@ience. Ordirge | Ji
young people can chance upon inappropriate content in variousqéeym pop-up ads toTikTok videosThe increasingly young age at which children become active in the
digital wald heightens the risk of them innocently running into something that they find upsetting or frightening. Trusted adulte heeable to help children be aware

2F gKIG G2 R2 A F-indppréprate NddtenSik thazgaide Roulll #ind tip rSa number of potential risks such as social media, gaming and adverts.

What Parents & Carers Need to Know about How to set up Parental contrajdnternet Service Providers
AGE-INAPPR"*PRIATE CONTENT The vast majority of IS@will providefree tools which will allow you to manage the content that

“Inappropriate” means different things to different people. What's acceptable for one age group, for example, may be can be accessed V| a yd’l]m me | nternd con nectl on. The S pelelC too |S W| | I Vary by p ron der but
unsuitable for a slightly younger audience. Online, young people can chance upon inappropriate content In various

Vgl ek of ety rnning o Lamettag et ney o upsting o ighenig Trsted most offer the oppatunity to block specific websites, filter content by age atidw/deny access
to the network at specific timesrdo specific devices

Remember thaghthat these will only apply while a @&e is connected to your network, asd
mobile deviceshat use 3G, 4G or 5G mobile data connections will iea parenal cortrols set
on the device as wellS2e How to set up parental controtsn iPhone& android

Bl a © ”m»g;'“'"mm”m Links for some of the main priwers are given below:

S g q Virgin Mediahttps://www.virginmedia.com/broadband/parentatontrol

;M:Niw SN o~ 1 Sky:https://www.sky.com/help/articles/skybroadbandshieldstart

=i o { a1 = 1 Tdk Talkhttps://new.talktalk.co.uk/broadband/security

'*"":”»:ﬂ(m, % | “.d’m  BT:https://www.bt.com/help/security/how-to-keepyour-family-safeonline-with-bt-
s e B 1 e parentatcontrolsan

Plusnethttps://www.plus.net/help/broadband/howto-useplusnetsafequard/
Now broadbandhttps://help.nowtv.com/article/st-up-andmanagebroadbandbuddy

&>

= =4

TALK IT THROUGH CONNECT DON'I' CORRECT

== - By SR How to set up Parental contraisviobile Service Providers
SR R OFCOM reguteonsmean that all SIMardsobtained direcly from the UK2 @ain mobile
providers(Vodaphone, EE, O2 and Threkpuld comewith age restrictions turned onUnless
this has been actively removed, ates classified as 18+ should be restricted on a mobile devi

wi
thoy |- ltand how they came £o find the content in qunu‘on « you might have had at their age, and

BLOCK, REPORT, CONTROL [ ) STAY CALM a%

Aftor dl-cuulnu the problem, you and your -i Even though itis obviously difficult to stay
child c ‘together. This coul po @ negative impact on @ rational ina situation where your child has
ude' to sito montal noaity baen put atriak

of y od
age-inappropriate content in future.

Meet Our Expert Natjonal This filteringwill only apply wherusing mobile data, and not WiFi so we advise that parental
3 Onhne 4 . . . .
Safety’ controls shou also be installed on the device rathéah relying on this alone.

#WakeUpWednesday

oo Y s el - v s

@ www.nationalonlinesafety.com ’ @natonlinesafety 'i [NationalOnlineSafety @nationalonlinesafety
Users of this guide do so at their own ciscration. No liabilityis entered Into. Current as of the date of release: 01.12.2021
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How to set up parental controts iPhone& android

Most smartphones allow parentsant NE NB (2 OK224a$
0dze Ay 3
a game or app that might not be appropriate for their age.

\

apps already available: Mail, FaceTime and Safari, for example.
ps and Features appear.on your child's device and which ones don't.
he Featuresin Game Centre to enhance your child's safety and privacy when
-aswell as blocking iTunes or App Store purchases if you wish.

<Settings Game Center

€ ostonservicos
Allow Invites
B comeers
T Caendrs
=
S & eoos
B eioon shaing
O comers
= [ — Oscar@NOS
it T

(GAME CENTER PROFILE

[ Hvers plowed
oy

s Contacts @ S i Reseions

O Homeki

T2 Media & 2pple Musc Change Screen Time Passcode

B votont ress

© How to Restrict » How to Restrict a How to Restrict iTunes .4
Built-in Apps/Features Game Centre & App Store Purchases

Q Open Settings y Q Open Settings Q Open Settings 5
S & &
Tap Screen Time Tap Screen Time Tap Screen Time

Tap Content & Privacy (%] Tap Content & Privacy (%) Tap Content & Privacy (7))
Restrictions N Restrictions v Restrictions N
Tap Allowed Apps (you may —~ Tap Content Restrictions (you Tap iTunes & App Store !
need totoggle thisto‘on’at @] . may need to switch the tog% . Purchases *

the top) at the top to the ‘on’ position,
Enable or disable the apps you

E Scroll down to Game Centre )
wish to appear(or disappear) 2 i)

on your child Qo password)
S Choose between Allow, Don‘t ’oﬁﬂ
Allow, or Allow with Friends v
Only in the settings foreach &
feature ® N oS/

Select Allow or Don’t Allow for (gii
each feature (youcanaiso  @ofF

- National
Online
\X/ Safety’

www.nationalonlinesafety.com

g KAOK

lock these settings with a l:loa

LLJa | yR TSI { dzNBgalsd prsidstinghdudg/peapl& fm NJ
YR R2gyf2FRAY3 | ye (iTKesefuiblesiioparén@lionuals fodafatiabi bdps villlzhéld tdirédGek tNé chaBc® df your child using

How to Set up

for

"i APPS ,,
> Android Phone "\"'_\“ Q

0On Android phones, restricting access to particular apps usually requires going onto Google Play. From there, its fairly easy/to
navigate your way through the settings to manage the parental controls and authentications relating to any apps on the device. These
features can prevent your child from downloading or buying anything unsuitable for their age: Updated versions of apps or games
that your child has already installed may occasionally contain something inappropriate, so we've explained how to stop those; too.

Auto Update Apps
Kumail@Nos
O Over any network

Data charges may apply o)
Manage Settings
4 - g¢ g [=:]
Over Wi-Fi only

@ Don't auto-update apps LXCEpR Nk g

\L‘ How to Block App Downloads ‘i, (X How to Stop t, % Restricting Apps Through 9

(This Also Disables In-app Purchases): Auto-updates Google Family Link

Tap the profile icon in the >
topright topright Tap the three horizontal lines in
the top left

Scroll down to the Family section
and tap Parental controls

Select ‘Don’t auto-update apps’

Toggle ‘Parental controls are off’ and then tap Done

to ‘Parental controls are on’
Create a PIN and tap OK

Confirm your PIN and tap.
OK again

Tap Apps & Games
Setthe age limit you wish to set -y . — 1 National

\NOS/ i
Tap Save to apply your changes % ggyg te:

www.nationalonlinesafety.com

To return to the main menalickhere
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How to use parental controls to limit ag@ppropriate content

The parental controls on smartphones allow you to block or restrict certain apps, features, content, downloads or puhztiasigght not be suitable for young people.
Setting limitations around age ratings, Siri and web searches enables you to filegesnappropriate content and vastly reduce the likelihood of your children being
exposed to potentially upsetting material and information. In the guide, you'll find tips on a number of tips such &g se=tmgers and excessive use.

How to Set up How to Set up

PARENTALCONTROLS 2 PARENTAL CONTROLS

A~ ; to limit age-inappropriate - : to limit age-inappropriate
N | N |
\os)gnine~ .., CONTENT Q (o) Onine  CONTENT
ey "'|"”|“ iPhone b4 T, Android Phone
The parental controls on iPhones allow you to block or restrict certain apps, features, content, downloads, or 4 i e mygbgmmmh mmugm :%?:;wxmmﬁ

, 0 0g
purchases. Setting limitations on content ratings, Siri and web searches enables you to filter out age-inappropriate table for ). There are two 's 10 access parental controls on an Android,
content and vastly the fike rour children being exposed to unsuitable material and information. Phyorvhmrwwqp.\}:‘a.&mkcwamxu(«du)cm‘kmw

www.nationaloniinesafety.com

Set up parental controls
with Google Family Link

©On your phone, install Google

O@ Family Link for Parents

Tap Open and review the

Umik Actult Wetuhea information
Allovied Websites Only Kumail@NOs
bt Tap Get Started

Uit o000 to many Gdit webE1es utomatialy.
| soectc clomsdondresricted weostesconte. Manage Settings
i Tap Nexttosetupyour  Nexp
AWAYS ALLOW: child's device [
Location - Updated 3 min ago ~
©On your child's phone, &,
download Google Family Link
forChildren & Teens and enter
Adults Only 18+ the Family Link setup code
provided
Allow all, including unrated
©On your phone, open the
Family Link app

Tap your child’s name

18 Set up content i p m Set up Siri web -—

v Y < " { .~ & ntre p Manage Settings =3
rating restrictions \'2 web restrictions """/ search restrictions Set “F,’t arer ' ;‘l’a ols L L "‘,
Contentfitors keop your chid from wewing Wobaite contont fifters ostrict ago-inappropricto Youcan screen outexplict kanguage with Googl Y
unsultable material. They block apps, fims and ‘contort on Safarl You can also blacklistcortain avoidsid displaying inappropriate results. ) X Tap Controls on Google Play
TV shows with specific age ratings, and music websttes or aliow access only to approved sites. You could also disable Siri entirely, so your Open the Play Store app

‘and podcasts with explicit content. «child can’tuse &t to search the web.

‘ 0 el e (i @ Tap the contentyouwouldlike |
; Tap Menu (represented by torestrict
Qoo Bfy) Tovome 83 Vo :

Tap Screen Time ’9‘ Tap Screen Time ° Tap Screen Time % i Choose how tofilter or restrict ‘1
@2 ) [ - O Tap Settings _)_y_\ access ::

7 _—
D <

Enable Content & Privacy Tap Content & Privacy Tap Content & Privacy ! ( /
Restrictions ve Restrictions . Restrictions . dophdenicontos . ¥

( : ) T 4 c Enable Parental Controls
: Tap Content Restrictions . Top content Restrictions ,“‘ Tap Content Restrictions \" | Sl bbb ,
- @ o ( : ) T Create Pi
Choose the Settings for ea frp b Conen: & Scroll Downto Siri () EG -
feature you which to restrict = 9
Choose between Unrestricted Tap the content you would like v ®
Access, Limit Adult Websites &= &:f;:;;:‘gz‘:‘fgm ;rjholh to restrict ®x
% L ' ExplicitLanguage

® x

and Allowed Websites Only @ x
ve Choose how to filter or restrict

.. o Choose which websites you access
wish toallow/block

To return to the main menalickhere



How touseparental controls to protect privacy

¢KS LINA@I Oe aSdiiaAy3da 2y e2dz2NJ OKAf RQa aAYINILK2YS 3IA J&n dfdatiodyicedBifexath@eStdlkeép2 &
their whereabouts private or stop apps from accessing functions of the phonénbkeaimera or microphone. The following steystep guides on how to tighten up

privacy settings on iPhones and Android phowdkgive youips such as how to make changes to the privacy settings and how to prevent changes to other settings and

features.

How torSet up

PARENTAL CONTROLS

(©)PRIVACY

iPhone

Y O

The privacy settings on your child’s Apple device give you control over the information stored on it. This allows you to
select which apps can access features and information on your child’s device: for example, you might wish to blocka
social networking app from connecting to the camera reel, or specify which apps can use the device's location data.

¥ How to make changes
to privacy settings

You can block certain apps
from obtaining information
from your child's device. You
can also prevent your child (or
anyone other than you) from
altering these settings.

q Open ‘Settings’ J@

L

Tap ‘Screen Time'

) e

Tap ‘Content & Privacy
Restrictions’

Reminde's
& ohotos.
Hluetoath Sharing
B vcraphors
() speecnrezagaiton
| camere

¥ Hean

Scroll to ‘Privacy’

Choose the settings
you wish to restrict

£ HomeKit
After you've made any
changes, select ‘Use
Screen Time Passcode’
to lock your changes
with a PIN

11 Media & acole Music

o & Filwess

vos ) National
QOS Online |
*/ Safety
www.nationalonlinesafety.com
hitpe/support cpple.com fen g HI201 2044 set-restrictions

@ et v v B

Users of this guide do s at their own discretion. No fiabllityis entered into. C

b How to prevent changes
to other settings/features

You can also stop changes being
made to the iPhone's other
settings or features by anyone
but you. For example, you can
prevent your child from altering
their passcode, accounts or
mobile data settings.

O @ cpsotingr

¢ Qopsermmmrime

T e <™ |
Restrictions’

Select ‘Allow’ or ‘Don’t
v Allow’ on the settings
for which you wish to

® | enable or disable
changes

PARE

LO)JRRIVACNA ¢

.J,J,auunl‘ﬂmluu i 5
S Mu::wwﬂ.yuupmmwww

2

4 Kumaif's Pixel 3XL

DeviceLocation @)
Location mode
(®)High accuracy
Battery saving

Deviceonly

How to manage
location services

OpenthoGoogleFumityLlnku ¢ o

N
Tap ‘Location Settings’

o Turn ‘Device local

To reactivate location services
In future, repeat these steps
turn ‘Device location”
ck on

Source: htps] /tamilies. go oge.com/lamityink/

®

Fiiters on Google Chrome
Fiiters on Google Search
Fiters on YouTube
Android apps

Location

ko canire) siceass for
LEpPPSENGE SITES]

Select Third-party apps with
account access'

apps to
access XX uc:cour'\’t’cl?ay of
toggling the switch

o

4 App permissions
o AL
Calendar

Camera

2 Flows o rmankige
290 perm}}:wm >

On the ‘Allowed’ list, tap the
app you want to change the
permissions for

o Switch the permission off |
d

Users of this guide doso at their own discretion. No liabilkty is entered into. Current as ofthe date ofrelease 02062021
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How touse arentalcontrolson gamesconsoles

Much likea television allows you to watch movies or a radio allows you to listen to music, a game console allows you to play eslebhgamost modern ones are
names you might be familiar withSony PlayStation, Microsoft Xbox, and Nintendo Swvgighd almosall of them can now connect to the internet and be enjoyed online
with friends. In the guide, you'll find tips on a number of potential risks such as the addictive nature of games consoles, inappropeatetent and online chat.

Setting upparentalcontrols¢ Games Consoles

o ey e . ) i
‘ s it You need fo know Sboul.. Games consoles have parental controls tpmostwill let you manage screentime, filter content

o

fS

;;; r >, GAM s basedon your chil® ageand the PEGI ganrating, allow or disallow online purchases and reviev

Y % CGNSQLES ‘ ‘ and monitor who they are communicating with lore.
“““gf:‘v’"j" /o : ’ More spedic informationby console is linked here:
. ' 1 Nintendo Swith: https://www.nintendo.co.uk/NintendeSwitch/NintendeSwitchParental
What are theg') Know the Risks _! oty Ti Controls/NintendeSwitchParentaiControls1183145.html

q ‘Games Consoles’ 2 e 1 Xbox:https://www.xbox.com/enGB/community/foreveryone/responsibl&aming

; 1 PS4https://www.playstation.com/enrgb/support/account/s4-parentatcontrolsand

fouble Gpio
ability 1o
irmpead Sati

gYJMY S el RS spendinglimits/
neinaeaonine | A i | % - 1 PS5https://www.playstation.com/engb/support/account/ps5parentatcontrols
z { spendinglimits/
1 Oculus/Meta Quest VRitps://store.facebook.com/gb/quest/safetgenter/parentat
supervision/?intern_source=blog&intern content=late&giestsoftware-update-makesyour-

home-spacemore-socialand-addsimportant-parentatsupervisiortools

If you have reservations about a game your child may waptagp,or just want to fnd out more
about what they are playinghe family gaming database https://www.taminggaming.com/en
ab/home containskey information such as age suitability, description of gameplay, screeresmot:
associated costs farearly 2000games.

Our Expert ‘ 7 ’

Mark Foster

Mark Foster has worked in the gaming
industry for Syears as awriter, editor and
presenter. He is the current gaming editor
of two of the biggest gaming hews sites in
T e R oy || theworid D Ga
and offer them support. The' has:

P
gamings coredy s momel nosltn ol
nial providerslocally o can of oy

mes
work, butmarenmpor antky, how Io make
themsafeand fun.

(o

www.nationalonlinesafety.com Twitter- @natonlinesafety Facebook-/NationalOnlineSafety ~Instagram - @nationalonlinesafety
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https://www.nintendo.co.uk/Nintendo-Switch/Nintendo-Switch-Parental-Controls/Nintendo-Switch-Parental-Controls-1183145.html
https://www.nintendo.co.uk/Nintendo-Switch/Nintendo-Switch-Parental-Controls/Nintendo-Switch-Parental-Controls-1183145.html
https://www.xbox.com/en-GB/community/for-everyone/responsible-gaming
https://www.playstation.com/en-gb/support/account/ps4-parental-controls-and-spending-limits/
https://www.playstation.com/en-gb/support/account/ps4-parental-controls-and-spending-limits/
https://www.playstation.com/en-gb/support/account/ps5-parental-controls-spending-limits/
https://www.playstation.com/en-gb/support/account/ps5-parental-controls-spending-limits/
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fstore.facebook.com%2Fgb%2Fquest%2Fsafety-center%2Fparental-supervision%2F%3Fintern_source%3Dblog%26intern_content%3Dlatest-quest-software-update-makes-your-home-space-more-social-and-adds-important-parental-supervision-tools&data=05%7C01%7Ccbeeney%40opgs.org%7Cf9505a5c346146f3257908da68b37f95%7C064b53d940d84867b4932e949a06ed13%7C1%7C0%7C637937417391937844%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=gjYD9ljOqEwxRq11nEcs22nhrlvEYT4KIj5Tu305r3k%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fstore.facebook.com%2Fgb%2Fquest%2Fsafety-center%2Fparental-supervision%2F%3Fintern_source%3Dblog%26intern_content%3Dlatest-quest-software-update-makes-your-home-space-more-social-and-adds-important-parental-supervision-tools&data=05%7C01%7Ccbeeney%40opgs.org%7Cf9505a5c346146f3257908da68b37f95%7C064b53d940d84867b4932e949a06ed13%7C1%7C0%7C637937417391937844%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=gjYD9ljOqEwxRq11nEcs22nhrlvEYT4KIj5Tu305r3k%3D&reserved=0
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fstore.facebook.com%2Fgb%2Fquest%2Fsafety-center%2Fparental-supervision%2F%3Fintern_source%3Dblog%26intern_content%3Dlatest-quest-software-update-makes-your-home-space-more-social-and-adds-important-parental-supervision-tools&data=05%7C01%7Ccbeeney%40opgs.org%7Cf9505a5c346146f3257908da68b37f95%7C064b53d940d84867b4932e949a06ed13%7C1%7C0%7C637937417391937844%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=gjYD9ljOqEwxRq11nEcs22nhrlvEYT4KIj5Tu305r3k%3D&reserved=0
https://www.taminggaming.com/en-gb/home
https://www.taminggaming.com/en-gb/home

Whatdo Ineed to know about screen addicti®n

It can be challenging for parents and carers to know whether children are spending too much time on their devices. F@thernfori Qa S @Sy Y2NB 2 F
whether a child is addicted to the internet dusocial media. As technology is becoming more pervasive, children and young people are experiencirgjatszh
dependencies. Do we as parents and carers have the knowledge to identify and support children and young people who relophbedevaddition to their devices?

In this guide, you'll find tips on a number of potential risks such as health & wellbeing, app addiction and a lack of sleep.

Family Technology Contracts
o ————— If you are worried that your child spends too long on their deviges mayfind a family technology
dﬂym%.m,m&ﬁM‘:zmmm / contract helpful. Familytechnologycontracts help teach proper technology use and set
"?-.’;.'?..Y‘..ﬂ.s"“’a",::‘.‘.sp.m...mm “'"’z;‘m.dg. expectations. They allow you to start an open conversation with gbildand encourage them to b
Fe e part of the decision making. By creatinfpanily media contract, youchildrenwill know their
boundaries and have concrete consequences for breaking them.

There are 4 factors that should be considered within the contract:
I Timelimits ¢ this may be a maximum time per day, and/or rules around nvfa@d perhaps
A e where) a device can be used.
s | L 1 Appropriate contentg this will differ according to the type of contract.
b For video gaming, consider what age ratings are appropriate.
For phones, what apps atand are noj allowed to be used.
1 Rules about sharing discuss what is appropriate to share onlirf@me topics to discuss
aresharing your locatiorsextingand what can be posted on social sites.
, 1 Consequenceg make sure gur childwill know what happens if they break the rules.
National - e B A Make the rules as specific as possible and adjust the consequences based on the item.
Online =~ - ; . “4 For examp, the consequence for sharing inappropriate content might be different from

Safety having a phone at the dinner table.

LIMIT SCREEN TIME REMOVE DEVICES FROM
solfthes THEIR BEDROOM

Some example templates can be found here:
https://www.pandasecurity.com/en/mediacenter/famitgafety/familymediaagreementprintables/

LESSTIME MEANS
LESS EXPOSURE

th devi

82% of children aged 5-7

go online for nearly 9.5 NS a week
0 of children aged 8-11
1> S5hrsawee

99°/o praem— b o |3

go online for nearty 20.5HrS a week

MOBILE-FREE MEALTIMES

Have you tried to settle your child by giving them a tablet

STATISTICS

www.nationalonlinesafety.com Twitter - @natonlinesafety  Facebook - /NationalOnlineSafety
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https://www.pandasecurity.com/en/mediacenter/social-media/dangerous-share-location-internet/
https://www.pandasecurity.com/en/mediacenter/family-safety/teenage-sexting-the-thin-line-between-fun-and-shame/
https://www.pandasecurity.com/en/mediacenter/family-safety/family-media-agreement-printables/

Guideto Comnon Apps and Websites

Facebook (13+)
With 2.9 billion users, Facebook, owne®® G KS NBOSyidifeé NBONFYyRSR aSilz Aa GKS 62NIRQ Y2ai ell
by (among other things) adding them as friends, reacting to or commenting on their content, sharing images and videgssttastimpdates, joining groups and
playing games. Facebook is free, and anyone over 13 caqgoiei A G K y2 | 3S GSNAFAOFIGA2Y Y @2dzyAaSNJ OKAf RN
FIEYAEALFNI gAGK GKS Lt bsdiffiteNdéltes. S@SyYy AT (KSe R2yQid &S

In the guide, you'll find tips on a number of potential risks such as cyberbullying, strangers and the addictive natebanfid-a

ine Sofety, we befieve in

FACEBOOKW o

What!Parents&CarersiNeeditolknowabout

FACEBOOK MESSENGER

Facebook Messenger is a communication apj uuo h which
u::u can oxchul}rc m.:lwgu nncund , sticker end
ne-to-on

group chats, has a stories il'
oms - can host a video eqﬂ Wl

the app had 35 million

populationt).

‘With 2.8 billion uss Facebook, owned by the recently rebranded Meta, is the world's most
social media platform. It encourages interaction with other people by (among other thi
adding them as friends, reacting to or commenting on their content, sharing im
videos, posting status updates, joining groups and playing games. Fucabook is free,
and anyone over 13 can join - but with no age verification, younger children can
easiy create an account: e ikely your chid e aifeady famiilar with the
iatform, even if they don't yet use it them:

Fassbook's quiek reward cyclecl Wkes and
‘on shared p hugels
i the app s given access to the
eonthy o fnding | Boapio can Uintontionaly share Sensh
SR A e oot an upintentionally shar ve
Cnaiessty scrolling irough contant 2 nformation (priva ‘.m.:‘ vu_
o
CURETARIVING Rl et
their friends communicating via the app. \ ] (s) could
A 2021 Ofcom report found that around one in you to post “what's e other
four UK 12-15-yaar-olds had bean cyberbullied bt childron
0 much about themselves online.
Users ocation by checking
e,

groups

pre
up purpose ¥t orment o vietims of

ncmmm fmm

FUTURE MPACT
Uke most soclal medla platforms,

anything posted an Facebook leavs
g digital footprine: This canhave Bk

uences for young peo;
ties and employers, 10
w someone’s Facebook
iuring the upp“:ullnn proces

CONTACT FROM STRANGERS

in the offline world, there are people
ook with malicious intentions. Ofcom
ce, t

olds hawe reciv od a friend request

-
from a stranger. This, sadly, can Inclu

individugls seeKing to take advantage of

impressionable youngsters.

inthe umng. area, you can choose whether
g Facebook p

share online wi
shared again by othy portant tht st

Fome phiclos con Siso be traced uelng e data. )

INAPPROPRIATE CONTENT
e e P
ot are now | RSO
& ndor- 108 based
o CGM.M lsn't

QA

\MDEOS AND STREAMING

facebook Live ets users stream vids live
h ot

e
| could aterial

| Shirem to Be caolod g deing.sometiing
on camera that they wouidn't normaily do.

(ENCOURAGE SAFE FRIENDING (%) ((LEAD BY EXAMPLE

Facebook can help your child to stay
S ruupln and the things e o L e
ropri of
S undors heoun

Lot your child watch you using Facebook - this

ind tht they snodid on only
d requests from
tions tocona

on you:
Sk to them, too.

( RESPECT BOUNDARIES

)
o you've talked about Facebook safety able to report

Py your child, give then sor 1t and block particular people
. Maki 3

©
they thinl ubwlwnnuh.ytbuvoonhnuond at you're aiw spo
hoy share it with. Facobook’s ‘Audience xoc!a\ mud:al thoy n serious time on the platform, show your c!
you
.4

loctor ?lvn usors the option to ffter who
haring,

Sttt 1 upaatet, photes ore uprodded or
anything 1§ posted:

€ www.nationalonlinesafe
Users of thia guide do soat th

tact your cl

them to mcke smart cho groups y can't con
Vielh tholr profe, sel ofora thoy start

d occasional how these foatures work and oxplain why
o m. it

Buifying Prevention Hub offérs advice o
Gocling with harassment on the piattorm.

National
Online
\*/ Safety’
#WakeUpWednesday,

{3 /Nationaloniinesaf nationalonlinesafety

own discretion. No liabllity s entered into. Current as of the date of release: 30.03.2022

aw Rooms feature lats Messenger users
Rk vides cas with 0 peoi
Peraan.canoln any robm
people in these rooms don't eve

be Facabook acoount nomm ml- fve

isi
arou Ty and the pessibitty o1
Sxposure to indppropriate content.
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creain do

Fac proflle which accompant
thels isssons n app s ublic, the

a possibility oung oopla willfoceive
mbssage roques nﬁ! viduals th

e prov

3
nOge Chikiren In Somversaeion

REPORT INAPPROPRIATE BEHAVIOUR
p Lock feature uses if your child experiences anything negatiy

intor face 10 to Messenger, you can help t
can acc

ularly check thel Talk with your child about safe and
ycrcunv.rlnllonl (to ol ing
10, ratl who

hom
saf m intrus My don't want om-r Boopie
uumlbi ce!lubulcdv-wey, however, it can ining - and ow to remove anyone they don't

Ip parerits and carers to keop a m abou
oxdokiy who thelr ohild 1s comrhunicating with. Iy during a live stream, evanif It

paopll'lhny know.
» . &
MEet Our Expert

@ www.nationalonlinesafety.com onatonlinesafety  [f§ /Nationalonlinesafety

Like many communication o
f for 7...9".‘.?‘ s o: bolle'lo

“chbte. A 2021
Fiord than halt ssﬁ«m
suffered such negat
preceding year.

SECRET CONVERSATIONS

Tha sectet conversations tunctioniefs
Mo Users have enct

oo
-'f
J se.a anid could

scroont n be
ok privately with someatie withous any record
of that conversation having taken piace.

L ]
ADJUST PRIVACY SETTINGS

uuungu R enly
child’s phone
-end

naure your child
Voo fo
topul ubiicl ompron
location leIngalendmuvl
Slothing with idoRtfiable 10gas, ike a school or
focal l:lubcu sncoumgn m to pause bofore
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, don't

ationalonlinesafety

Users of this guide do so at their own discretion. No iabllity Is entered into. Current as of the date of release: 13.04.2022
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WhatsApp (16+)& group chats

WhatsAppiskKS ¢2 NI RQa Yz2ald LRLJz I N YSaal3aAy3d ASNBAOSIT 6AGK I NP dzllRs niakirdy voicd énd videoy  ©
calls. Its endo-end encryption means messages can only be viewed by the sender and any recimestseen WhatsApp can read them. Updates to its privacy policy in
2021 (involving sharing data with parent company Facebook) caused millions to leave the app, but the new policy wassimithefyretedc A G 2y f & NBE I 6 SR
business features,at to personal messages. In the guide, you'll find tips on a number of potential risks such as scams, strangers arghiaxdagion

e Oniine Safsty, m o dutts with the infe d on Informed con y 8 ! wta, carers » with on 1o hold an informed c v, shot
veded. This gulde focuses on one o . b B o i . . guides, hints and tip: 3 ded. Thisg ves on one of ma s ould be e visit www.natior P dwe, hints and tps f

What!Parents & Carers Need to Know about

© TSAPP GWBOUP CHATS ~

WhatsApp is the world's/most popularimessagin
photos, videos and documents, as well CH mukln
messages can only,be viewsd by the sender/and any recipient; o”
privacy policy in2021 (involving sharing datawith parentcompanyjFac dmillions toleave the app, but the °
new policy was widely, misinterpreted = it/only,related to\WhatsABpLS busm.‘s‘m tures; not tojpersonal messages. e everyone e
7 nterests of members of a club to communic

e and
@ \-\A;'ARE Sioiacseyounsreolaeeing mckieterelbll i et BY ool
THE RISKS?
POTENHALCYBERBULLV!NG

Group chat and v BULLYING S ; SHARING GROUP CONTENT

P /
roat lorconnochnF Y i " 4 Y t's Important to remember that = while the
spp. but (D! | e e lpogos ! ‘ tont of the chat Is private botweon thos:
messages pretending to offer prizes ) A thore'is dways the potentiol for & 4A ,'“’:"'.;‘",’.’,‘.‘,’,',";’““' Frthe Group - IMGIVIGG) usets cOn sasty
encouraging the user to click on a link to someone’s feelings to by hurtbyan alowing @ ,,,,,",",w,u? ing others 5 share a message, photo or video with others
yin-Gindr common scamsnvelve unkind comment nrjok The ‘onl £ Joln 18 the bullying behavious. f thi outside of the grap or scroenshot what's been
lub:crlpllon has run out (aiming to dupe . Group control over who can sand f..;,e;,lﬁ;':’.:,,,;',' ",g"";“l:’:;':::,'.‘:: g d [rtonded os privat bQ)comln‘ Ypubllc and
porsanating o SRd o reiative ard g pocpielrom posingin & cher, Which could ity int Rt mbarrGasment;anxiety y Boobe iy Sonit know welin the grovpe "
asbing for money o be transferred to. & make o child fo eludod ard Upsot. and sdiation that the victim foei. 3 i g
help with an emergency. A AT

- ¥
DISAPPEARING MESSAGES o CONTACT FROM STRANGERS EXCLUSION AND ISOLATION v ) UNKNOWN MEMBERS

i B 7o start  whatsApp chat, you Ihis common lsaue with group chats can Within larger group chats, it's more
Users can set WhatsApp messages to < only need the hokie ponier of Tappen I savert woye: ST o 3 likoly your hitd ﬁ' o
ar in 24 hours, 7 days or 90 days group, for instance, bt dollb'm oly excluding j with people the)
null Photos and videos can also be h ﬂ certain child. Liks t chat may I(runu.n ma)
instructed to disappear after the hatsApp can access the &h app Which 6o Ehild doeen't Rave ari m-ndly lowur\i 4 your child.
IIc(PI. nt has viewed them. These files A ress book on 8o de |ce unu m.grﬂn? xMK un': be involved. A ll'l wlu for young
can't be saved or vorwurdod sa if your o wnlle which of their ¢ contax 0 s o Iso when a group chat is pcmmal ¢-¥u|h and ay nvmn mm they have
child was sent an inaj Ja pria the 2pp. So if your child has er st to or sl |mqw from an event o control oy sages and images they
message, it wauld b' "lwn to prove their phone number to someone they do: that lv-ryrm- Sise bul them attended. share after m-y ‘ve put Bt them oniine
o ! know, that person could use It Yo comtat |
them via WhatsA

ally send Whats,

2 communicating

NOTIFICATIONS AND FOMO

Some discussions in group chats s A drowback of large group chats is the
includu Innfapmp rial e" v{ovdl, -mnng undh. sheer »umb‘; of notil cm jons. (v.ry tlm:‘ . ©
meone in roup d
viewed m'yonl Ty Rk device will be ng.d' wl!h m? Gl potentially,
hey a¢ ngagein' |n h m not. \. this could mean hundred: dﬂcn(lonl a day.
apps have sage thi

speiedby il '7"9":"’"'" 3 I A e i) ety ro
d
%30} ©
Advice for Parents & Carers —

CREATE A SAFE PROFILE " EYPLAN ABOUTBLOCKING (2 =y REPORT POTENTIAL SCAMS CONSIDER OTHERS' FEELINGS o, W GIVE SUPPORT, NOT JUDGEMENT - BLOCK, REPORT AND LEAVE
Even tho ymeone would need a child's I your child receiv: ;pam or offensive Young ople shouldn't enga ewllh an) <

One LA Det 1 G them g% o cnmucl bt s, calls or files o o contos i1, they m...%,',’ ot looke. lnlpIcF R otico g < i Group chats are oft‘ln an drena lur . anmd nd your :hlld !hul m-y San confide it inyou it If your :hl;d isina chn] whe ore .a

should block them mlngn settings’ In the chat. to be true. When your child recelves o er:f P'°P" '° Aol This x il m gwug e ppat iate contoc: 8 bn ing -hur 3

C,?'“"’“""",‘,'f? "°'“ L '"" °""“",“,,"°".f, g o) ,’,?'“ ﬁ'{,ﬁ"’f""":‘h"“""‘" foithe pulll whu:h m upl ot o(nm in the o " Siidath. t fooliny oip "pm the mm-m-n re) °r: ‘thom to the no:x aj
- nryon' my Contacts’ and nohedy nloekln% someone aon x move i from report it as sj Y;m. If the sender o et o your ‘ihm‘ﬂ °°""°.="I"°: to put them "“‘k ‘" °°“ " orp i | ""('.M el o} "mv ﬂrfﬂl

?ﬂ e of the latter two ensurs our child’s contact list - so cvu 0 need to o rlcnd or relative, call that person on their b hild ¢ ‘ﬂﬂ ﬂ;.‘l i o d ot ld o 4 .
yaurcnl 's profile Is better protectes e deleted from the address book. sual number to verify It really is m-m, orif e o chal £ Spport O T ol ;n'""y“, c;h\{f" e ‘° 4 o group S
its '°’"‘°"' HYing 10 Ick YOUF CTmes -mpcﬁny Bad apologies Iw their mistake. B o eoud o that they dont 1 comknumo being a part of.
m

R CREKIL RO PRACTISE SAFE SHARING SILENCE NOTIFICATIONS

if your ci agroup chatthatls [ if your c to use the ‘live [ You can now fact-check 2 A - T A TR T - e

smnasnessseantey sty FVOSES e e pi sty X/ Ry b i SR Ay
=

onthe u‘: PP 00k 5t o3
s users circulating hozardaus Ut I they used it In @ chat with pe ple viewed once o for @ short time.
ng A

heo ulation In the early they don't know, they would be expos!
weeks of the Covid-19 pandemic: { thelr location to'them, too.

( they are, advise them to wanun dele e, whot!lppn lows the Ioa by munng and who mlgm p("(.ntinll " formation on m-;n ma: | "I Il’lallo; and m
user se 5 of not revealin o exchange Inappropria content spocial s happo
ﬁ,",.':,f.",;"!:‘,’:..‘,‘,'.',mns. #hare. {,',‘,',’",' ":‘“'."’""" o message. oy e on th giouct e ~ Risntifiable Gobals ke thelr address, oir them |mo?1'oan7 ings they aremt comforiabie evoning, Explain xoppouc cglld that they .
meone exits teApp g ange of message, choose ‘el n FIGRE O the message. From 3 School or photos that thoy wouldn with. smuuyw'cmwnammna why they can still be part of the group chat, but that it
roup. ‘the admin can add. | . 5hn’ options, and y “Geiete Tor everyone How s " soon widely. Remind them that once -omum thwidn 't add they don't know to a group would be healthier for them to turn off or
ﬁ\ ack in once; If they cnna hould manually stop lhﬂrlng ““P°"°'“ to rem-mhav t arch and decide for is shared in a group, m-y lose conuol of wher chat ~ 0P |ry, 10 never accept a group mute the notifications and catch up with th
leave n second time, it is their position as soon as it is no ) °°'Pi°" 's may have seen hom! may end up and how it might be ust chat lnvln:llon from a stranger. Sonversction at o time which better sults them.
en s message -

permanent longer needed. taksiaseeushot off o A ' ’
; Mesl our Expert ‘ & & ga'lc_ional

€ www.nationaloniinesafety. natonlinesafety [ /Nationalonlinesafety mnationalonlinesafety

Users of this guide do s at their own discretion. No liability ls entered into. Current as of the date of release: 02.03.2022 Users of this guide do 5o at their own discretion. No liability Is entered into. Current as of the date of release: 27.04.2022
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Instagram(13+) & friends and followers

Instagram is &ugely popular social networking app with over 1 billion users worldwide. The app, which is accessible on iOS and Aicés)idlidevs users to upload
AYIF3Sa | yR @ARS2a&a (G2 GKSANI FSSR3I ONBI (S xplofieamilfoloiv bteBaccounts teyXiks. Images shdEvidléos camte LJ
GNJF YATF2NY¥SR gAGK Iy INNIe& 2F FAEGSNBR (2 SRAG (KS aAaKRBAQSEAZINBKEKNNRYPD2Hzy R
posts easier tdind, users can include searchable hashtags and captions to their upldadsyide has beermreated tohelp parents and carers understand exactly what
Instagram is aboutln the guide, you'll find tips on a number of potential risks such hd2e& A y 3 & 2 dzNJ Gaidphpuréh@sés ahdd bk nieitd wellbeihgy

ththe infor they need to hold an Informe
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TikTok is a videsharing social media app which lets people create, view and download loopsgrdhd clips. Typically, these are videos of useisyliging and dancing
to popular songs or soundbites (often for comic purposes), enhanced with filféesiseand text. Designed with young people in mind, TikTok skyrocketed in popularity in
2019 and has featured near the top of download charts ever since. It now has around 1 billion active users wondiilguide, you'll find tips on a number oftpatial

risks such as ageappropriate content, addiction and-app spending.
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TikTok is a video-sharing social media app which lets people create, view and download looping 15-second clips.
are videos of users lip-syncing and dancing to popular songs or soundbites (often for comic purposes),
filters, effects and text. Designed with young people in mind, TikTok skyrocketed in popularity in 2019 and
)atured near the KOP of download charts ever since. It now has around a billion users worldwide.
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‘Likes’ are a simple way for users to show that they like a post on social media. This could be anything from
photos and videos to status updates and comments. The feature is widely used on several social media
platforms and is extremely popular on Instagram and Facebook. It is often used by children to measure the '
success of thelr social media post and gauge opinion. However, It can also bring a number of social
pressures, particularly if users start to question their own levels of popularity.
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followers. Twitter is popular with young people, as it allows them to interact vatéluities, stay up to date with news, trends and current social relevaimcthe guide,

you'll find tips on a number of potential risks such as trolls, fake news and propaganda.

To return to the main menalickhere


















