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Introduction and Contents

This booklet is a curated set of resources from the National Online Safety Hub — further information on a huge rage of safety topics can be found here:
https://nationalonlinesafety.com/

The first half of this guide is designed to help you to set up parental controls at home and on devices your child may be using. Parental controls are designed to protect
children from accessing inappropriate material and can be tailored to suit the age of your child. It is important however to emphasise that no system is 100% effective so it
is important that you talk regularly to your child about their online activity and encourage them to share with you any worrying or concerning content they might come
across.

The second half of the guide is information around the most used apps and websites that we see issues with in school, and information regarding the associated issues that
occur around the students’ use of social media. Although the information regarding issues has been grouped with a relevant app, you will find that most of these issues can
occur on any platform.

This guide is not intended to be read as a whole — rather dip into the advice that may be affecting your family as appropriate. The contents table is clickable to take you to
the relevant page, and at the bottom of every page you will find a link to return to the menu.

Contents
An e-safety resource for PArents, SUMIMEEr 2022 ...........c.uuiiecueeeieiieeeeeeieeeseitteeesaesteeesassteeesaaseeeesasteeesasseesessssesessssssssesanssssessssssssssnsssssssnssssessnssssessassssssssssessssnssesesssssesessnsesesssssesesssnes 1
INErOTUCTION AN CONTENTS. c..uutiiiiiieiie ettt ettt ettt et e sttt e sttt e sbe e e s ubeesabee e bteesabeeeabeesaseesabaeesasaesasteeaaseesase e e aseeeasee e st eesabeeenaseeaabeeeasbeesabaeeasbeeaateesabeeesabaesaseeeabaesasbeesabeesabaesantaesabeeennnes 2
What do | NEEd t0 KNOW GDOUL NOME GEVICES? ... ..iiiieeciee ettt et e st e e rtte e et e e bt e e st teeebeeeasteesaseeasaeeasseeessseeasseeaaseeeanseeeaseeenseeanseeeasseessseeeaseeeanseeessseesnseeennteeanseeensaeesnseesnneesnseenn 4
HOW 10 SEt UP Parental CONTIOlS - QP eIating SYSTEIMS .. .ci i iiie i eiiiee et ettt e eet e e e eetee e e s etteeeesbeeeeeaateseeeastasaeaassasasaasseseeaasseseeaasseseesansaseeaasseeesasseseeaasseseeaassasesaanssaeeeanseseeennseneeannsens 4
IVHICTOSOTE WINTOWS ... ittt ettt ettt ettt et e ettt e sttt s bt e e s bt e s subeesabeesabteesabeesabeeeateesabaeeaseesabeeeaseeesabaeeaabeesateesaseeesabeeaast e e st e e s aseeesabeesabeeeasbeesabeeesabeeeabeesasbeesabeeensbeenabaesaneeesareenn 4
Yol @ R S PP ORP TSP PRSP RPRPRON 4
What do | need to KNoOw about age-iNapPropriate CONTENT? ........ooiiiiiiii it et e e ece e e e e et e e e esteeeeeeiateeeestseeeeaasseeesasssaeeeasssasasassasesanssasesanssesssanssasesassaeeeassasesanssasesanssesesannseneesnnsens 5
How to set up Parental CONtrols — INTEINET SEIVICE PrOVIAEIS........cccii it eeteee ettt e e ettt e e e ettt e e e e eteeeeeebeeeeeesbeeaeeaaseeeeeasseseeaasbeseeaansaseeaanseaaeaassaseeaasseseeaassasesaasbeaasaasseseeennseneeannsenas 5
How to set up Parental cONtrols — IMODIIE SEIVICE PrOVIAEIS .....cc..eeiiiiieeee ettt e ettt e e e e e e et e e e e e e e e e sa b e taeeeeaeeeeaastseaeaeaasaaasssesaseaeeeasassseaseeaeessaassteeaaeaesesaanssteanseaanssanssrennneas 5
How to set up parental controls 0N iPRONE & @NAIOId..........coiiiiiiiiiiie ettt e et e e e et e e e e ettt e e e eeabeeeeeaabaeeeeaabeeeeeaabaaeeeaasaeeeasseeeeassaeeeassaeeeassaeesensseaeeeansteeeannseeeennnsens 6
How to use parental controls to limit age-iNAPPrOPriate CONTENT .......vviii it e et e e e e st e e e e eabe e e e esabeeeeeaabaeeeeaabaeeeaasseeesasbaeeeasseeeeeassaneeeasbeaeseassteeeennseneeannsens 7
(o XVVA do M- o[ d=To1 - | Mol gl d g R Lol e ok d=Totfl o] ¢ V7 Tor PP PRR 8
How to use parental CONTIolS ON SAMES CONSOIES ..o ettt e e e e e e e ettt e e e e e e e ees e e teeeeeeeeeaaasetaaeaaaeseaasseseaeaeaasssasssesassaeseasassssesseesessaanasntesaneaeeesasassseaeseaasssannsssrnnneens 9

To return to the main menu click here


https://nationalonlinesafety.com/

Setting UP PArental CONTIOIS — GAmMES CONSOIES ... ..uiiiiiiiiie e cceee ettt e et e e eette e e e ette e e setteeeeattaeeesasbaeeeaastaeeeaastaeeeeanseeeaaansaeeesanseeesaanseaeeassseeeeassaseeasseeeeenssaeesennseeeesanseaesennsenesnnnsenes 9

What do | need t0 KNOW @boUt SCrEEN @ICTION?...... .ottt ettt b e s b e s h et s a et e bt e bt e sbeesheesate st e eab e e b e e bt e she e e aeeea b e e b e e nbeeeaeesabeeabe e bt e beeameesmeeeneeennean 10
o [0 a1V =Tl oY aTe] T =4V @] o = ot £ PP 10
CTU] o L do N @leTa Yo oI Y o o= T o IRVATL=Y o Y PSPPI 11
[ Tor<] oTo Yol | 01T 2 OO UOOURTRRRRRPRt 11
Y g Y AN o o (T T = o T o I ol g - | R 12
INSTAgram (13+) & FriIENAS AN FOIOWETS .......ccceiieiie et ecee et s e et e e sttt e e tee e s ttee s teeessseesaseeasseeesasaeassseaasteeansaeesnseeanseeasseeeanseeesseeanseeenseeeansesensseeanseeanseeesaseeansesenseennseeennes 13
TIkTOK (13+) & SOCIAl PreSSUIES lINKEA 1O “lIKES' ......eiiiriieiiie et c e ettt e ettt e e e rte e e et e e e teeestteesstee e saaaanseeasseeesaseeaasaseasseeanseeanseeeanseeassseeasseeansesesnsasanseeensseeanseeeansesansasensenesnseeenssen 14
TWITEEE (134) & FAKE NMEBWS... . eeiiieieecie ettt ettt e e e et e e e e tae e e tteesatee s baeesasaeaasaeasseeansaeassseeassaeansaeeansasaassseaaseeansesesssaeanseeeaseeeanseeansseesasaeanseeesnseeansseenssaeansseesaseeansesanssnesnsseensses 15
SNAPCNAT (134) & SEXEINE ..vveeeiitiiiiiiiiie e ettt ettt e e eett e e e eete e e e s eteeeesetteeesateaeesaabaseasansaaaasansessesanseseesansesassansaseesansessesanssseesanssseesanssasasanssseesanssssesanstssesanssssessnssasassnstesessnssesessnssenansnnes 16
Discord (13+) & cross-platform sharing of INAPPIrOPIriAate CONTENT ... .uiii it e et e e e te e e e s taeeeesaaeeeeeastaeeeasssaeesassaeeeansteeeeanssaseeassesesasseaseenssaneeeanseneeennsenas 17
OMEEIE (18+) & ONIINE SAFETY TiPS .eiiiurieiiiiiiiiie ittt eiteeseteeeste e st eertteesteeesteeessaeesbesaasseesssaeasasasssesansesansssesnsasasssesssasansasesnsesansssassssesnsasessssesssssansssesnsessnsssenssesssasesssessnsesenssessnsesanes 18
e T IR T (c I - Y [ 0TS POPT P PP PRSPPI 19
FING OUL MIOTEY ettt ettt ettt ettt e st e e b ee e st e e s abeesabeesabeeesabee e st e e sabeesabeeeeabeesabeeeaateesabee e e b e e saseeeas e e eeabae e et e e easeeeaseeeeabeeease e e sbeesabeeesabeesabeeeasbeesabeeennbeesasaesnteesabaennn 20

To return to the main menu click here



What do | need to know about home devices?

Smart devices promise to make our lives easier. And in many cases — they do. But these new technologies present risks too. Whether you’re using a digital assistant to
record your shopping list or controlling your lights through a smart system, many smart functions can be ‘hacked’ and controlled by someone outside your home. This guide
will help you identify some of the ways you can stay alert and protect yourself, you'll find tips on a number of potential risks such as fraud, online grooming and
cyberbullying.
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risks too. Whether you're using a digital to record your list or you're controlling your lights
through a smart system, many smart functions can be ‘hacked’ and controlled by someone outside your home. This

quide will ialp you identify some of tha ways you can stay alartand protact yoursalf. Whichever OS you are using on your home computer/laptop, you will find built in parental controls
for free. You will need to make sure you have your own account, and so does your child for this to be
effective.

Thisis the term given to il the devices conmected to the
Internet in your home. It includes a new digital doorbell

connected to your smartphone, your kettle that boils [AESRITRr Gty b sk Ses B IMOrRat. |t M
when you tell it to on your tablet or your heating that SRACTFRRCL YIRS lias I i 66 Ve Aot W IS
comes on when you swi pe N your smart watch, The.
Intermet of Things doT) Is deslgned to make ifa easier, bust
It aiso opers up your home network to potential cyber
attacks. It doesn't mean you car't enjoy the benefits, butit
does main being aware of the potential negatives.

WPA or WEP. You can clieck your router manual
on how to do this.

Microsoft Windows
The free family safety app allows you to set screen time limits that apply to devices, apps, and games.
o hate e e When screen time runs out, choose to add more or not, based on what’s right for you and your

SSID) and passward. You can tsually find steps.
10 do this in the nstruction manual. Don't use.

el e e family.

e App and game limits (Windows, Xbox, Android)

e Device limits (Windows, Xbox)

e Screen time requests

e Activity summaries
https://www.microsoft.com/en-gb/microsoft-365/family-safety

Mac OS
S : 5 You can monitor and control the time your children spend on the Mac and websites they visit. To set
S B ' up parental controls for your children, follow these steps:

bottor to basafa than sorry. yoursmart devices.

e Turn on parental controls for each child. If you haven’t added a user account for your child to
your Mac, see Add a new user to manage with parental controls. If you’ve already added an
account for your child, see Turn on parental controls for a child with an existing account on

Meef our exper, our Mac.

Emma was a secondary school Computer . . . . . .
e DEVICESANDCONSOLES e Change the restrictions you want for each child. For example, you can decide which websites
working in a cyber security firm delivering . . ..

B e By L T your child can visit, and how long they can use the Mac each day.

o i s i o q T e et i e If you want, copy the settings for one child and use them for another child.

e When you decide your child is ready, you can turn off parental controls for them.

www.nationalonlinesafety.com Twitter - @natonlinesafety ~ Facebook-/NationalOnlineSafety
Users of this gukde do 50 at thetr own discretion. No lsbilty (s entared into. Current a3 of the date of releaté: 10.04.2015
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What do | need to know about age-inappropriate content?

“Inappropriate” means different things to different people. What'’s acceptable for one age group, for example, may be unsuitable for a slightly younger audience. Online,
young people can chance upon inappropriate content in various way — from pop-up ads to TikTok videos. The increasingly young age at which children become active in the
digital world heightens the risk of them innocently running into something that they find upsetting or frightening. Trusted adults need to be able to help children be aware
of what to do if they’re exposed to age-inappropriate content. In the guide, you'll find tips on a number of potential risks such as social media, gaming and adverts.

What Parents & Carers Need to Know about

AGE-INAPPRPRIATE CONTENT

“Inappropriate” means different things to different people. What's acceptable for one age group, for example, may be
unsuitable for a slightly younger audience. Online, young people can chance upon inappropriate content in various
ways - from pop-up ads to TikTok videos. The increasingly young age at which children become active in the digital

world heightens the risk of them innocently running into something that they find upsetting o frightening. Trusted
adults need to be able to help children be aware of what to do if they're exposed to age-inappropriate content.
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How to set up Parental controls — Internet Service Providers

The vast majority of ISP’s will provide free tools which will allow you to manage the content that
can be accessed via your home internet connection. The specific tools will vary by provider but
most offer the opportunity to block specific websites, filter content by age and allow/deny access
to the network at specific times or to specific devices.

Remember though that these will only apply while a device is connected to your network, and so
mobile devices that use 3G, 4G or 5G mobile data connections will need have parental controls set
on the device as well. See How to set up parental controls on iPhone & android

Links for some of the main providers are given below:
e Virgin Media: https://www.virginmedia.com/broadband/parental-control
e  Sky: https://www.sky.com/help/articles/sky-broadband-shield-start
e Talk Talk: https://new.talktalk.co.uk/broadband/security
e BT: https://www.bt.com/help/security/how-to-keep-your-family-safe-online-with-bt-
parental-controls-an
e Plusnet: https://www.plus.net/help/broadband/how-to-use-plusnet-safeguard/
e Now broadband: https://help.nowtv.com/article/set-up-and-manage-broadband-buddy

How to set up Parental controls — Mobile Service Providers

OFCOM regulations mean that all SIM cards obtained directly from the UK’s main mobile
providers (Vodaphone, EE, 02 and Three) should come with age restrictions turned on. Unless
this has been actively removed, all sites classified as 18+ should be restricted on a mobile device.

This filtering will only apply when using mobile data, and not WiFi so we advise that parental
controls should also be installed on the device rather than relying on this alone.
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How to set up parental controls on iPhone & android

Most smartphones allow parents and carers to choose which apps and features appear on their child’s device and which ones don’t — also preventing young people from
buying and downloading anything that’s unsuitable for their age. These guides to parental controls for managing apps will help you to reduce the chance of your child using
a game or app that might not be appropriate for their age.

s ‘ How to Set up

for

"o APPS %
> Android Phone "\"'_\“ Q

ih apps already available: Mail, FaceTime and Safari, for example. 0On Android phones, restricting access to particular apps usually requires going onto Google Play. From there, its fairly easy/to

ps and Features appear.on your child's device and which ones don't. navigate your way through the settings to manage the parental controls and authentications relating to any apps on the device. These

res in Game Centre to enhance your child's safety and privacy when features can prevent your child from downloading or buying anything unsuitable for their age: Updated versions of apps or games
i that your child has already installed may occasionally contain something inappropriate, so we've explained how to stop those; too.

<Settings Game Center

GAME INVITES

) e ) P ] s - Auto Update Apps.
T Calendars. C——————— Kumail@NOs
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How to use parental controls to limit age-inappropriate content

The parental controls on smartphones allow you to block or restrict certain apps, features, content, downloads or purchases that might not be suitable for young people.
Setting limitations around age ratings, Siri and web searches enables you to filter out age-inappropriate content and vastly reduce the likelihood of your children being
exposed to potentially upsetting material and information. In the guide, you'll find tips on a number of tips such as sexting, strangers and excessive use.

How to Set up
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Content filters keep your child from viewing
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How to use pare ntal controls to protect priva cy
The privacy settings on your child’s smartphone give you control over how the information stored on it can be used. You can turn off location services, for example, to keep
their whereabouts private or stop apps from accessing functions of the phone like the camera or microphone. The following step-by-step guides on how to tighten up
privacy settings on iPhones and Android phones will give you tips such as how to make changes to the privacy settings and how to prevent changes to other settings and

features.

How torSet up

PARENTAI.PONTROLS
{©) PRIVACY

¥ How to make changes
to privacy settings

You can block certain apps
from obtaining information
from your child's device. You
can also prevent your child (or
anyone other than you) from
altering these settings.

q Open ‘Settings’ J@

L

Tap ‘Screen Time'

Tap ‘Content & Privacy
Restrictions’

Scroll to ‘Privacy’

Choose the settings
you wish to restrict

After you've made any
changes, select ‘Use
Screen Time Passcode’

to lock your changes i
with a PIN e
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The privacy settings on your child’s Apple device give you control over the information stored on it. This allows you to
select which apps can access features and information on your child’s device: for example, you might wish to blocka
social networking app from connecting to the camera reel, or specify which apps can use the device's location data.

b How to prevent changes
to other settings/features

You can also stop changes being
made to the iPhone's other
settings or features by anyone
but you. For example, you can
prevent your child from altering
their passcode, accounts or
mobile data settings.
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How to manage
location services
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How to use parental controls on games consoles

Much like a television allows you to watch movies or a radio allows you to listen to music, a game console allows you to play video games. The most modern ones are
names you might be familiar with — Sony PlayStation, Microsoft Xbox, and Nintendo Switch — and almost all of them can now connect to the internet and be enjoyed online
with friends. In the guide, you'll find tips on a number of potential risks such as the addictive nature of games consoles, inappropriate online content and online chat.

. Setting up parental controls — Games Consoles

s What Jo need & know about Games consoles have parental controls too — most will let you manage screentime, filter content

; based on your child’s age and the PEGI game rating, allow or disallow online purchases and review
and monitor who they are communicating with online.

Broughtto you by

@Bﬂﬁ,‘,’g"" & » : : More specific information by console is linked here:
AL A : : e Nintendo Switch: https://www.nintendo.co.uk/Nintendo-Switch/Nintendo-Switch-Parental-
What are they? < Know the RlSkS 1 i Controls/Nintendo-Switch-Parental-Controls-1183145.html
1, ‘Games Consoles’ 2 ‘ e Xbox: https://www.xbox.com/en-GB/community/for-everyone/responsible-gaming
Mt oon eyt nct S 7 e  PS4: https://www.playstation.com/en-gb/support/account/ps4-parental-controls-and-
ymr."yp] b : spending-limits/
W“W & i e  PS5: https://www.playstation.com/en-gb/support/account/ps5-parental-controls-

spending-limits/

e Oculus/Meta Quest VR: https://store.facebook.com/gb/quest/safety-center/parental-
supervision/?intern source=blog&intern content=latest-quest-software-update-makes-your-
home-space-more-social-and-adds-important-parental-supervision-tools

If you have reservations about a game your child may want to play, or just want to find out more
about what they are playing, the family gaming database at https://www.taminggaming.com/en-
gb/home contains key information such as age suitability, description of gameplay, screenshots and
associated costs for nearly 2,000 games.
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What do | need to know about screen addiction?

It can be challenging for parents and carers to know whether children are spending too much time on their devices. Furthermore, it’s even more of a challenge to know
whether a child is addicted to the internet and social media. As technology is becoming more pervasive, children and young people are experiencing tech — related
dependencies. Do we as parents and carers have the knowledge to identify and support children and young people who may be developing an addiction to their devices?

In this guide, you'll find tips on a number of potential risks such as health & wellbeing, app addiction and a lack of sleep.

Family Technology Contracts
S ————— If you are worried tha’F your child spends too long on their devices, you may find a family technology
s ven mard fa halenge folnow whether i s additd o contract helpful. Family technology contracts help teach proper technology use and set
"fa.’;."'..ﬁ'.%.s“"'a"w".‘up.mmﬂm b ﬁ.«’g‘:" expectations. They allow you to start an open conversation with your child and encourage them to be
‘""“P‘"S‘"""‘“”“'mmm part of the decision making. By creating a family media contract, your children will know their
boundaries and have concrete consequences for breaking them.

There are 4 factors that should be considered within the contract:
e Time limits — this may be a maximum time per day, and/or rules around when (and perhaps
where) a device can be used.
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Guide to Common Apps and Websites

Facebook (13+)
With 2.9 billion users, Facebook, owned by the recently rebranded Meta, is the world’s most popular social media platform. It encourages interaction with other people

by (among other things) adding them as friends, reacting to or commenting on their content, sharing images and videos, posting status updates, joining groups and
playing games. Facebook is free, and anyone over 13 can join — but with no age verification, younger children can easily create an account: it’s likely your child is already

familiar with the platform, even if they don’t yet use it themselves.
In the guide, you'll find tips on a number of potential risks such as cyberbullying, strangers and the addictive nature of Facebook.
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WhatsApp (16+) & group chats

WhatsApp is the world’s most popular messaging service, with around two billion users exchanging texts, photos, videos and documents, as well as making voice and video
calls. Its end-to-end encryption means messages can only be viewed by the sender and any recipients: not even WhatsApp can read them. Updates to its privacy policy in
2021 (involving sharing data with parent company Facebook) caused millions to leave the app, but the new policy was widely misinterpreted — it only related to WhatsApp’s
business features, not to personal messages. In the guide, you'll find tips on a number of potential risks such as scams, strangers and location sharing.

ve believe in empowering po o acutt with theinformetin to ho an nfrmed conversatin about nline sfety whh thels cldren,should Atationa|Online Safey, wo belleve n eapowerng

trusted o aware o It www.no inesatety.com for further guides, hints and 4 Tsneeded e focuses on one.

What Parents & CarersiNeed|tolknow about

@ "m "0‘

photos, videos and documents, as wi to-end encryption/means
messages can only be viewed by the/sen Stleven|WhatsAppican|read them: Updates to its

What{Parents & Carers Need to Know about
privacy policy in'2021 (involving sharing datawith pumnt comp:my Facet millionsjtolieave|the app, but lho

o cialmedia
pl Gﬂm" J’.‘S‘.
nd
new policy was widely misinterpreted - itlonly,related to\WhatsApp:sibusinessifeatures, not tojpersonal messages. o000

- . ‘ AT °"°::;:x::.".a:::r::.:.:;v:::xzz:%:-"&:'w"""v
THE
POTENTIAL CYBERBULLVING

amupchulund vid o calls BULLYING
are great for connecting wi
N mulfiple poopll T Wha lApr but | no'lﬂ )
esages pretending to offer priz b A b thereis glwa nn. poten
encouruglng the user to click on & link to s fi
win. Other common scams involve

ts, carers and trusted aduts with the Informotion to hold an informed convarsation about online safety with thelr children, should th
of many Isvies which we befleve trusted aduits should be qware of. lease visitwwwnationaioniinesafety.com o further Guiden, hints and tpe

Unkind comments of Images w
aimed at an lnﬂlvidunl < |
are T fy In a group chat ~ in
allowing and often encouraging others 5
to join in the bull
RIS Sbate s o of thelf pwers

It's Important to romember that = while the
gontent of the chat Is private
0 grou| idual

Fraudsters Lo nally send WhatsApp twoo
Gaors con sasy”

wu;ning someone that thylr WhateApp o Seomavesihe w 3 posted. e riskaf something yourchixd

ti t 2 a ic (an
seeransnnotlanngioiee (S B v*"z.'.'.zﬂ'ﬂ'wg.,m,.;;;:m,.,.y ; el v..mlqn....m.,....
im m:?:f'«,m‘ :vm:na o r“allc'.lal;»'/:dun 3 g in a chat, W"‘t" “uld and isalation that the victim fesls. Poople they don’ Ve know weilin

help with an emergency. A g - v
) ©
DISAPPEARING MESSAGES CONTACT FROM STRANGERS EXCLUSION AND ISOLATION v UNKNOWN MEMBERS

i B 7o start  whatsApp chat, you Ihis common lsaue with group chats can Within larger group chats, it's more
Users can sat WhatsApp messages to ( ( < Only need the motlle numBer of nappenin several ways: SRartiog o hew 4 iikaly Yourehild wil b "mmunl icating
disappear in 24 hours, 7 days or 80 duy- the person you want to message group, for instance, but dollb'm .ly oxelualng j with people they don' % raclly khow. These
by Gofoult. Photos and videns san alsa 4 . (the other person also needs to have §'coriain child. Likewise, the chat ma) mungon may b friends of the host, but
instructed to disappear after the « the app). WhatsApp can access the place on an app which gou o id doest ! M:v aril m-ndly lowur\i dyour ‘child.
IIc(PI.nI has viewed thl m. Th files ress book on someone’s device a access to, meaning the) 't be involved. A

can't be saved or forwar child can also fool isolat o when a group chat is

child was sent an ina| Ja used to discuss or share Images from an event

message, it would be ﬂl:un to prove ot everyone eise bt them Stiended:

any wrongdoin; ovor, t oiver

can take a scre nshol and mvo hat as
evidence.

them via WhatsA|

EVBINGFAE NEws [l e A

WhatsApp has unfortunately been linked share their current whereabout: table images or videos. These could be = Someone in the
to accelerating the s nudoldnn erous ullowlng friends to ir movements. o ur child if they upun th device will be'p)
urs. ia n some ou fbreaks It o imple and group, w l|nh S .,
oen way to let p. (u nnww re you hat apps ha dllupp ing message
is @ useful method for a youn function, 8o your chlld d may be unable to report
n to let loved ones know they're safe somethin; y Ve n because it can only be
g 0 ¢ ut If they used It In a chat with Viewed orice of 107 @ short tme:
specula llun the auvly i don’t know, they would be exposing
wesks of the Cowd-13 pandeme \ thelt iocation te therm, t6o.

NOTIFICATIONS AND FOMO

Some discussions in group chats may A drowback of large chats s th
catio

include inappropriate words, swearing and
un:

ation res
nwylrymn-pupvn h the cl

538 @‘
Advice for Parents & Carers -

CREATE A SAFE PROFILE

Even though someone would need a child'
hone number to add them as a contact,

eficluhocln

?ﬂ ‘two ensure
Sour chilis profile s better protecte

LEAVE A GROUP

it your child s In a group chat that s
making them feel uncomfortabe, or
en longmup

on't want {6 be

o leave. If somean
group, the admin can add

em back in once; If they
leave a second time, itis
perman

Meet Our Expert

@ www.nationalonlinesafety.com

THINK ABOUT LOCATION DELETE ACCIDENTAL

EXPLAIN ABOUT BLOCKING \4
it your child receives spam or offensive

mi s, calls or fll contact, they
should block !hom using iy in the chat.
Communication from a blocked contact won't
show up on thelr device and
nloekln someone does not

hild’s contact list
e -Inwd from the addri

If your child needs to use the ‘live [‘w
location’ function to show you or b
one of their friends where I your ch“d sts a message

they

share
for as long as th

are, advise them to

Whﬂt je of mes:
ive lochton: upﬂons,%nd “d everyon

child shot

uid manualty $top sharing

their position as soon as it is no fecipients gy ok

longer n

ken a screenshot ul) o muwge

before it was deleted.

ays undelivered.

important to, remembor t

REPORT POTENTIAL SCAMS

Young people shouldn't engage with any
iooks suspiclous of too good
When your child recelves a

Il be
Toportitues ? It
afriend or rel ullve,
usual number to verfy t really s them, or it
s someone Hrying to trick your child,

CHECK THE FACTS

You can now fact-check

want to delete, Whatsapp allows the

user seven minutes to arase a

heirlocation oniys” message. T:p and hold on the r
i ose ol

tiore, your chitd caniauncha ¥
Soogle search and decide for g
ives whether the

#WakeUpWednesday

3P @natonlinesafety [ /Nationalonlinesafety  (G) @nationaloniinesafety
Users of this guide do so at their own discretion. No liability ls entered into. Current as of the date of release: 02.03.2022

from an unknown number for the g [ 4

CONSIDER OTHERS' FEELINGS

Group chats are often an ai
ople to gain social tatus. This

impulse, whu:h ould upeet oihors i the
our child to consider how
Yy

roup ac
-mpcﬁny End apologies for otz thoir mistars.

PRACTISE SAFE SHARING

1n any online communication, it's vital for

@ www.nationalonlinesafety.com

GIVE SUPPORT, NOT JUDGEMENT

Remind (aur child that they can confide in you if
y feel buiiod or excluded in a group cha
0's upset

:hom’vulldull their \mh nsl and help
how theyd like 3 hun m. mu tion.

Yous chlinta: .lplok up it
s Chak Wibto others a5 Being picked on:

AVOID INVITING STRANGERS

mnny individuals online hide their
uuo ean to gain a child’s trust - for
o gathor information on them,
opridte content of to
st } comfortable
hild und llnnﬂi why the:
shouldn't add poopl they don't know (o a group
chat ~ and, especially, to never accept a group.
Chat invitation irom & stranger.

natonlinesafety [ /Nationalonlinesafety

BLOCK, REPORT AND LEAVE

Ifyour:hlldV ina chat wh
shared,

being shared,

rt Xh.m lo lhl holl usrg‘

xit the group. f any of i
o et

roup chal
col comknub!o being a part of.

SILENCE NOTIFICATIONS

Having o phone ot tablet bombarded with
ations V{Om agroup chat can be a
ive

o art of
kS b e 1ot
mute the notifications and catch up with the
riation at a time which bettor suits thom.
~-~—

National

dnationalonlinesafety

Users of this guide do 5o at their own discretion. No liability Is entered into. Current as of the date of release: 27.04.2022

To return to the main menu click here




Instagram (13+) & friends and followers

Instagram is a hugely popular social networking app with over 1 billion users worldwide. The app, which is accessible on iOS and Android devices, allows users to upload
images and videos to their feed, create interactive ‘stories’, exchange private messages or search, explore and follow other accounts they like. Images and videos can be
transformed with an array of filters to edit the shot before sharing and anyone with an account can see others’ online ‘galleries’ if their account is not private. To make
posts easier to find, users can include searchable hashtags and captions to their uploads. This guide has been created to help parents and carers understand exactly what
Instagram is about. In the guide, you'll find tips on a number of potential risks such as exposing your child’s location, in-app purchases and poor mental wellbeing.
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TikTok (13+) & social pressures linked to ‘likes’

TikTok is a video-sharing social media app which lets people create, view and download looping 15-second clips. Typically, these are videos of users lip-syncing and dancing

to popular songs or soundbites (often for comic purposes), enhanced with filters, effects and text. Designed with young people in mind, TikTok skyrocketed in popularity in

2019 and has featured near the top of download charts ever since. It now has around 1 billion active users worldwide. In the guide, you'll find tips on a number of potential
risks such as age-inappropriate content, addiction and in-app spending.
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‘Likes’ are a simple way for users to show that they like a post on social media. This could be anything from
photos and videos to status updates and comments. The feature is widely used on several social media
platforms and is extremely popular on Instagram and Facebook. It is often used by children to measure the
success of thelr social media post and gauge opinion. However, It can also bring a number of social
pressures, particularly if users start to question their own levels of popularity.
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Twitter (13+) & fake news

Twitter is a social networking site where users can post ‘tweets’ or short messages, photos and videos publicly. They can also share ‘tweets’ written by others to their
followers. Twitter is popular with young people, as it allows them to interact with celebrities, stay up to date with news, trends and current social relevance. In the guide,
you'll find tips on a number of potential risks such as trolls, fake news and propaganda.
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Awhole school community approach to online safety
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Snapchat (13+) & sexting
Snapchat is a photo- and video-sharing app through which users can chat with friends via text or audio. Images and videos can be shared with specific friends, or as a ‘story

(documenting the previous 24 hours) that’s visible to a person’s entire friend list. Snapchat usage rose during the lockdowns, with many young people utilising it to stay
connected with their peers. The app continues to develop features to engage an even larger audience and emulate current trends, rivalling platforms such as TikTok and

Instagram. In the guide, you'll find tips on a number of potential risks such as sexting, visible location and strangers.
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larger audience,and emulate current trends, rivalling platforms such as TikTok and Instagram.
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Discord (13+) & cross-platform sharing of inappropriate content

Discord is a free app which allows users to communicate in real time via text, video or voice chat. Available on desktop and mobile devices, it was originally designed to help
gamers cooperate — but has evolved into a more general networking platform for a range of online communities, discussing topics like TV series, music, Web3 and more.
Discord is organised around closed groups, referred to as ‘servers’. To join a server, users must be invited or provided with a unique link. It’s a space for users to interact
with friends, meet others with shared interests and collaborate in private online — but it’s also a place where young people can be exposed to risks if the right precautions
aren’t taken. In the guide, you'll find tips on a number of potential risks such as cyberbullying, predators and inappropriate content.
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Omegle (18+) & Online Safety Tips

Omegle is a website that pairs random strangers for live text or video chats. It -first launched in 2009 and its slogan is “Talk to strangers!” There is an option for adult (18+)
content and a section for people aged 13+ with parental permission. Anyone can use the site. Users simply go to Omegle.com and then choose ‘Text’ or ‘Video’ chat and the
page states how many users are currently online. Depending on the time of day this can be hundreds of thousands. Omegle markets itself as a great way to meet new
friends however has been known to feature pornography and inappropriate content within chats, so it is important parents are aware of the risks associated with the site.
In the guide, you'll find tips on a number of potential risks such as pornographic content, cyberbullying and the chats being unmoderated.
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@ DONT ACCEPT FRIEND REQUESTS ? - e @
FROM STRANGERS

Make sure that you set your profile to private so that people you don't know
<an'tfind you online. Always tella trusted adult i a stranger or somebody you
don't know sends you a message or a friend recuest.

© NEVER SHARE YOUR PERSONAL INFORMATION
WITH PEOPLE YOU DONT KNOW
Keep your personal information personal. Sometime people online aren't
always wha they say they are and might ask you to share things that you don't
feel comfortable sharing.

DON'T SHARE EMBARRASSING PHOTOS @
OR VIDEOS OF OTHERS ONLINE

This could really upset them and could get you inta a lot of trouble.
Always think twice before posting anything on social media and treat
people online as you would in reaklife.

NEVER SEND NAKED PICTURES
OF YOURSELF TO OTHERS

This s illegal if you are under 18 and you could get into trouble with the Police. If
You are being pressured by someone, always say no and tell a trusted aduit.
Evenif you think It Isinnocent fun, the photo could be shared with other people
and youwon't be able to control who else sees it.

CREATE A POSITIVE ONLINE REPUTATION b8 ¥

Always be kind and polite when posting comments on social media and anly
upload pictures and videos of things you are proud of. This forms part of your
digital footprint. Everything you do online can be tracked and monitored and
could affectwhat people think of youln real-ife f t s negative. o

UMITYOURSCREENTME @ @

Sodalmedia can be addictive, and It Is easy to keep checking newsfeeds or
your notifications every s minutes which can affect your behaviour and stop
you from doing other things. Remember to only use your phone at certain
times of the day, turn notifications off at bedtime and go out and have as funas
much as possible. This will keep you fit and healthy and make you appreciate
there's more to life than just what's on social media.

National

sponsible, healthy and mo:

€ 5LOCK ONLINE BULLIES
Sometimes people might say nasty things to you online or post offensive
comments an your pictures or videos. If this happens, always tell a trusted adult
who will help you block them from your profile and support you in taking
further action.

© REPoRT NAPPROPRIATE CONTENT [ [

IFyou see something on sodial media that you don't like, offends you or upsets
you, you should always report it to a trusted adult. You should also report it to
the social mediia app who will be able to remove the content if it is against their
user policy and can block the person who postedit.

© oniy usE PP WHICH YoU ARE 01D gop &
ENOUGH TO USE =

Before downloading any new sodal media app, always check the age-rating. If
‘you need help, ask your parent or carer to make sure that the app is safe for you
touseand never download anything which you are too young for as it may
‘contain content that isn't safe for you to see.

@ awavs SECURE ALL YOUR SOCHAL *****
MEDIA PROFILES WITH A PASSWORD

This will help to keep your private information safe and wor't allow athers to
‘access your profiles without your permission. Make sure your passwords are
‘memorable and personalto you but something which other people can't

quess, and always share them with your parents just in case you forget them,

& € ASK PARENTS TO SET-UP ‘PARENTAL

CONTROLS' FOR SOCIAL MEDIA gt

When you download a social media app, you should always ask a trusted adult
to help you setit up for the first time. This will help you control who sees what
‘you post, who can contact you and make sure you are able to enjoy using the
app safely and securely.

@ ALWAYS TALK TO YOUR TRUSTED ADULT IF SOCIAL
MEDIA IS MAKING YOU UNHAPPY p

Sometimes, sodial media can make usfeel bad about
ourselves or sad that we aren't the same as someone else o
dolng the sama things as someone else. Remember, IFyou
everfeal this way, It really Important to talk to your trusted
adultis) like your parents, carers, other adult family members
ora teacher, all of whom will be able to support you and
discuss your feelings with you to help make you feel batter.
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Steam & age ratings
Steam is a computer gaming digital distribution platform and storefront. It is the biggest platform for desktop- or laptop-based gaming, with a range of more than 30,000

games available. The platform has become a lively social environment for many gamers, and allows people to trade, sell and buy gaming items for real money. Valve, the
developers behind Steam, have also released different hardware that works with the platform, including the Steam Deck — a hand-held console that lets users play their
favourite games while away from their computer. In the guide, you'll find tips on a number of potential risks such as potential scams, contact with strangers and in-app

purchases.
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Find out more!

Useful links for more safety information:

childline

ONUINE,

ON THE PHONE,
ANYTIVE
childline.org.uk
0800 1111

CEOP provide information for both parents and
young people
e Parents:
https://www.thinkuknow.co.uk/parents/
e Young people:
https://www.thinkuknow.co.uk/11 18/
Their #AskTheAwkward campaign helps you to
prepare for regular conversations with your child
about online relationships and related topics. It
also offers advice on how to keep conversations
positive and what to do if your child tells you
something that worries you.
https://www.thinkuknow.co.uk/parents/ask-the-
awkward/
You can also report concerns around grooming and
sexual abuse directly to CEOP.
https://www.thinkuknow.co.uk/parents/Get-
help/Reporting-an-incident/

Does your child need someone else to talk to?

If your child needs someone to talk to because of
anything which has upset them, it could be that
they are being bullied or that they have seen
something online which they wish they hadn’t, they
can speak free and confidentially to Childline.
Children can ring Childline on 0800 1111 and speak
to trained counsellors about any problems they
may face. Childline is run by the NSPCC and is there
to help your child.

The Childline website also offers excellent help and
advice on a whole range of issues.

IWF

Internet
Watch
Foundation

Seen child sexual abuse content
online?

If you have come across child sexual
abuse images or videos online, report
to the Internet Watch Foundation
(IWF). Reporting is quick, easy and
anonymous. It can lead to the removal
of criminal content and even the
rescue of a child from further abuse.

An under 18 year old worried their
nudes have been shared online?

If an under 18 year old has had a nude
or semi-nude image of themselves
shared online, they can report to IWF
and Childline's Report Remove tool.
They will work to try and remove the
image.

Want to know more about keeping
you and your devices safer?

Get Safe Online gives practical advice
on how to protect yourself, your
computers and mobiles device against
fraud, identity theft, viruses and many
other problems encountered online.

Find out more at: Get Safe Online.
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